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About this Guide

This guide is intended for users and technicians to install, configure, and operate the VOIP
gateway device. This guide contains the following information:

Chapter 1 — Quick start guide provides basic instructions to help a user set up the VOIP gateway device.

Chapter 2 — Equipment Overview introduces the basic functional and physical features of the gateway
device.

Chapter 3 — Configuring TCP/IP Protocol for User PC provides step-by-step instructions on how to
configure user PC’s TCP/IP protocol to communicate with the gateway device.

Chapter 4 — Configuration Using Web-based Interface introduces the Web-based User Interface, and
provides information, instructions, and examples on system configuration.

Chapter 5 — Configuration Using Command Line Interface introduces the Command Line Interface, and
provides description and instructions for each command.

Appendix A Maintenance Guide
Appendix B provides instructions for troubleshooting and diagnostics.
Appendix C provides a table of acronyms used in this guide.

This guide is based on the Azatel Multi-Protocol VOIP Gateway Device firmware version 1.5.5.

Warnings and Notes

This guide includes various Warnings and Notes, which are highlighted with graphics to indicate
important information.

A This symbol and associated text are used when damages to the equipment
_ or impact to the operation may result if operating instructions are not
Warning  properly followed.

information that may be helpful when following the main instructions in

|N-uu__ This symbol and associated text are used to provide the users with extra
this guide.

Note
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Safety

The following information relates to the safety of installation and maintenance personnel. Read
all instructions before attempting to unpack or install or operate this equipment, and before
connecting the power supply.

Please keep the following in mind as the user unpacks and installs this equipment:

1.  Always follow basic safety precautions to reduce the risk of fire, electrical shock and injury
to persons.

2.  To prevent fire or shock hazard, do not expose the unit to rain, moisture or install this
product near water.

3. Never spill liquid of any kind on or into this product.

4.  Never push an object of any kind into this product through module openings or empty
slots, as this may damage the AzaCall200.

5. Do not attach the power supply cabling to building surfaces. Do not allow anything to rest
on the power cabling or allow it to be abused by persons walking on it.

6.  To protect the equipment from overheating, do not block the slots and openings in the
module housing that provide ventilation.

7.  Use caution when installing or modifying telephone lines. Never install telephone wiring
during an electrical storm.

Getting Technical Assistance

Should users encounter questions or problems with the gateway device and cannot resolve them
by referring to the printed or on-line product documentation, Azatel and its authorized
distributors are available to help them within the guidelines of our product support programs.

Contact your distributor as your primary source for technical support.

NOTE: Before placing the call to Azatel or its authorized distributors for further assistance,
please have the following information ready:

e  Gateway device supplier and order number.
e Gateway device configuration.
e  Gateway device software release version number.

e  User questions or a description of the problem experienced.

If you purchased the AzaCall200 directly from Azatel, please be prepared to provide the
following additional information:

e Azatel Partner Service Number

e Device Serial Number

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



1.1. Table of Contents

Azatel

2-Port Multi-Protocol

VOIP Gateway Device

AdmINIStrator GUIAC..........uvvvviviiiiieieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 1
COPYFIGRE NOTICE ...ttt ettt ettt ettt e e b e stseeaseenseenns ii
Trademark ACKROWIEAGMENL ................c.cccoiiiiiiieiiiieee et ii
ADBOUL TRES GUIAR..........ccvveeeiieeiii ettt ettt et e e et e e tbe e etbae e stbesetbeeasee e il
WAPRINGS ANA INOTES...........oeoveeiie ettt ettt e b e et e e e bae e stb e e estbeeeabseennee s iii
N7 L7 USSP USRUPS Y
Getting TechniCAl ASSISIANCE. ..............cc.coeveeecrieeeiiieeeiieeeerte et e et e ae e esteeestbeestaeesbaeesisae e v
Table Of CONtENLS.......ccciiiiiiiiiiii ettt ere e e e ar e e e eareeeeeaes \%
LISt OF FIZUIES ..cvvviiiiiiiciie ettt et e e s e e eaae e saaaeenaneeens X
Chapter 2.

Quick Start GUIAE.........eevvieiiiiiieeiieeeee e 1
2.1 UNPACKING ..oiviieiiie ettt ettt e et e e s tee et e e staeessaeesssaeesnsaeessseeensseeans 1
2.2.Hardware Installation ...........cccccoveiiiiiiiiiiiiiiec e e 1
2.2.1. Hardware & Software ReGUITEMIENLS.............c.c..ccccveeeuieeirieeeiieeeieeeeieeereeesveessseesiseeeivae s 1
2.2.2.GOMING CONMOCIEA.......c.eee ettt ettt ettt ettt be e eeeenee e 2
2.3.Powering Up & INitialiZation ..........ceeevieeeiiieeniie e 6
23D LED SEATUS ...ttt 6
Chapter 3.

EqUIpment OVEIVIEW ........cccociiiiieeeeiiiieee e ettt vraeea s 7
3.1 INtrOAUCTION L.t e e e e araaeeene 7
B2 FQALUTES ...t e ettt e e e e et e e e e e ettt e e e e e e e nnrnaeas 8
3.3.F1ront VIEW (LEDS) ....ccciiiiiieciieecee ettt e e 9
3.4.Rear VIEW (POTLS) ...uviieiiieeiieeeiee ettt e et 10
Chapter 4.

Configuring TCP/IP Protocol for User PC .........cccccooviiiiiiiiiiiiis 11
4. 1. INEOAUCTION ..eeiiniiiiieeiiiee ettt ettt e e e e e b e e e e b e e e e abaeeeenraeeeennneeas 11
4.2 WINAOWS DE/ME ..o e et 11
4.3.WINAOWS 2000/XP.....cveiiieiiiieeeie ettt e e 12
4.4 WINAOWS NT oot aaeeas 12

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



Chapter 3.

Configuration Using Web-based Interface ...........cccceevvveiviiieenninnnnn. 13
5.1.Configuring via Web BrOWSET..........cccveeviiieriiieiieeiieeeiee e 14
5.2.Logging on to the Web-based Interface ...........ccccceeeevievcieeniieeieeieee, 15
5.3.System FUNCHIONS ......cccuiiiiiiieiieeiie et 16
5.3 L SYSLEM SIATUS ..ottt ettt ettt e ettt e et e e ab e tb e e etaeenareas 16
I I D) & (@ o N 77 PRSPPI 17
5.3.3.PPPOE SHATUS ..ottt 18
5.4.PPPOE Configuration ...........cccceeiiiieriiieeiiieeie et e 19
S LPPPOE ..ottt ettt ene s 19
5.5.WAN ConfigUration ..........ccceeeuieeniieriiieeieeeieeeiee et seee et e e e sebeeeeee e 20
S SLTWAN IP ...ttt ettt ene s 20
5.5, 2. PPOVISIONITG ......ooov oottt ettt ettt e et e et e e s atb e e sabeeestbeeesbeeestbeeensbeenasens 22
5.5.3.D€ViICE MOGE..........ooeeiieeee e 23
S.6.NTP CONfIGUIAtION ....ocuviieiiieeiiie ettt et e 24
S5.7TNAPT Configuration .........cc.ccccuieiiiieiiieeiieeeieeecree e eeree e ereeesereeeaee e 25
5.7 1. LAN DHCP CORfIGUIFALION ........coeeeeeeeiieesieeee ettt 25
5.7. 2P0Vt FOPWATAING.......c.ooiiiiiiieeeee ettt 27
S.7.3IP FIIEEE ..ottt ettt bt eneas 29
S.TADMZ ...ttt ettt ene s 30
S0 e e e e e e e a—aaaaaeeaennnees 31
5.8.1.Q08 CORFIGUIQLION ...ttt ettt ettt e et e e eabeesavee s 31
5.8.2.DSCP CONFIGUFALION .......c.oeeeieeeiiieecii ettt ettt e e sive e stae e etbeeesabeeeaseeenveas 32
5.8.3.VLan Tag CONJIGUFATION...........ocueeiueeeie ettt ettt et e eaee e 33
5.9 MAC ClONING ..ttt ettt sttt sbae st e s e e e 34
S.10.PSTN Configuration...........ccccueeerieeniieenieeeiieeeiee et esiee et eeieeeseeee e 35
SO L SWILCH K@Y ..ottt ettt 35
S TO2.DiGIE MAP ..ot ettt et 36
5.11.Provision Configuration .............ccueeeeueeerieeeiiieeirieeciee et eeee e 37
5.12.Syslog Configuration...........cccueeeeieeeiiieesieeeie et e eeeeeree e eree e sereeeaeee e 38
S.13.EMS COoNfigUIation .........c.ceeeeueeeiieeriieeeeeeieeenireeeieeeseeeeeeeeesneesnseeeneneennns 39
SUIB LLEMS ..ottt ettt ene s 39
5.3 2. SNMP COMBUUNILY ...ttt ettt et 40
S A3 3. SNMP TrAp TAFGEL ...ttt ettt 41
5.14.VOIP Configuration ...........ccccueeeeieeiiieeiieeeieeereeeieeesreeeseeesneeeseseeeneee e 42
S LA L. PFOTOCOL ...t ettt et 42
SiTA2MGUCP.........ooooooeeeeeeeeeee ettt 43
SodA.3.USCE ..o et 44
S TAASIP ... 45
S T4.5.CODECQ ...ttt 46
SiTA G RTP........oeeeeee ettt ettt eneas 47
4.7 TOMC ..ottt ettt et neeaneas 48
ST 8 FAX .ottt ettt ettt eneas 49
5.14.9.8imple Traversal of UDP through Network (STUN).........cc.ccooveevviiiviieiiiiaeiiieeeieeenn 50
S 14.10.SpEEA DAL ............c.oooiieiiiieeiieeee ettt 51
5. 14.11.VOIP AdAress BOOK ...........cc..ccoouoieiiiiiiiiiiiiieiie e 52
S 4 12.CAll FEATUTES ...ttt et et 53

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



S 413 VOIP Digit MAP ..ottt s 60

5.15.Password Configuration ............cocueeueenieriiinieinienieeeeeeeeesee e 61
5.15.1.5UPervISOr PASSWOFA. ........c..ooiieieeeeie ettt 61
S.15.2.USCF PASSWOUA ... et 62
5.16.Upgrade Configuration............ccceveereuieerieeniiieeniieecieeesiee e seeeesevee e 63
S IO L FTFWAFE ..ottt ettt e et e e et e e e sbae e stbeesabaeetbeeestaeeeeaneas 63
5. 10.2.CONFIGUFALION ...ttt ettt e sttt e e e b e e stba e e sbeeestbeeetbaeeanens 64
S TTVIBW .t ettt e et et ab e eneeeenes 65
S 7. 1.View CORFIGUIALION. ............ccoeeeeeeeeiieeeiieeeiieeeiee et etee et e st e s b ee e stseesebaeetseesnaeeeree s 65
S LBUSAVE e ettt e ab e e e e 66
5.18.1.85aVe CONFIGUIALION. ..ottt 66
5.18.2.L0ad Default SELEINGS .........cc.ooooeviieeiiieiiiieeiii ettt ettt evae e 66
S.TO.REDOOL ... 67
Chapter 6.

Configuration Using Command Line Interface...........ccccceevviveenneennn. 68
6.1.Log into Command Line INterface..........ccceeeuveeiiieeiiiecieeiee e, 68
O.1.1.CONSOLE POFL........oocoeeeeeeeeeeeeeeeee et 68
0.1. 2. REMOLE TINEL ...ttt ettt ebeesaaeneens 70
6.2.Command INtroduCtion ...........c.eeeviieiiiiierieeciie et e 70
0.2.1.“TiD” COMMUANG ..ottt ettt ettt e e 70
6.2.2.Commonly Used COMMANGS ...............cccoooiiiiiiiiiiiiieeet et 70
6.2.3. Administration COMMANGS ..............c...cccceeeveeeeieeeeiee e e 71
6.2.4.Configuration COMMANGS ..............c..cccccuiviiieiiiiieieet ettt 72
0.2.5. Maintenance COMPMANGS ...............c..ccoeeeeeieiieeeieecieeeieeeeeeie et eae b saee st ebeesreesane s 97
6.2.6.Diagnostic COMMANAS .............ccccoeevvueieiiieiiiiieeiiieeeiee e etee et evee e sse e taeesiseeebaeesbaeesaree e 99
Appendix A.

Maintenance GUIAE. .........ccueeeeriiieeeiiiieeeiie et 105
Appendix B.

LED Status.....c.cooiiiiiiieeeeeeeeee et 105
Appendix C.

RecoVery ProCedure............ccoouiuiueiiiiiiiiceeeeeccece v 106
Appendix D.

Software DeSCIIPtION ............cooovvoiie e 106
Appendix E.

Recovery ProCedure ... 106
Appendix F.

Syslog MeSSAZE LISt ........ooveiiiiieieieicicccc e 111

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



Appendix G.
SNMP Trap message LiSt..........covierereieieieiiiceeee e,

Appendix H.
Troubleshooting and Diagnostics ..........ccceeeeveeeeriirieniieeeieee e

Appendix I.
WA (0] 117 1o S USUURR

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



1.2. List of Figures

Figure 1 Connectivity diagram for cable modem with NAT device.....3

Figure 2 Connectivity diagram for ADSL modem with NAT device ..4

Figure 3 Connectivity diagram for Metro-Ethernet connection ........... 5
Figure 4 Network Environment Using the Multi-Protocol Gateway

Device in Gateway Mode.........ccuveviiiiiiiiiiieecieee e 7
Figure 5 Network Environment Using the Multi-Protocol Gateway

Device in Bridge Mode ..........ooocoiiiiiiiiiiiiiieeeeee e 8
Figure 6 Gateway Device Front Panel.............cccoocoeiiiiiiiiniiiinnne 9
Figure 7 Gateway Device Rear Panel............cccccooiiiiiiiiiiniine, 10
Figure 8 Web Browser Address Field.........ccccooviiiniiiniiiiniinneee, 14
Figure 9 Login WIndow..........cccoiiiiiiiiiiiiiiieeeeeeeee e 15
Figure 10 System Status Window............ccoeeiieiiiiiiiiniiiiiiieeeiee, 16
Figure 11 DHCPC Status Window ..........cccoecieeniieiiiieniieeieeniee e, 17
Figure 12 PPPOE Status Window ..........cccccoviiiiiiiiiiiiiniciiieeeiee, 18
Figure 13 PPPOE Configuration Window..........cccceeceeeriiiinieennnennne. 19
Figure 14 WAN Configuration Window..........cccccevviiiniiinnniiinnieennen. 21
Figure 15 WAN Provision Configuration Window ..........cc.cccceeeueeen. 22
Figure 16 Device Mode Configuration Window ...........ccceeeueeeneeennnen. 23
Figure 17 NTP Configuration Window ..........cccecceeviiieniiienniieenieennnen. 24
Figure 18 DHCP Configuration Window ..........c.ccoeceeviiiinieinnieennnen. 26
Figure 19 Port Forwarding Rule/Rule Table Window ........................ 27
Figure 20 IP Filter Configuration Window...........cccccceevverviieenieennnen. 29
Figure 21 DMZ Configuration Window ..........ccccceeveiienieenieeeneeennnen. 30
Figure 22 Qos Configuration Window ............cceeceeeviiieinieenieennneeee. 31
Figure 23 DHCP Configuration Window ..........ccccoeceeiniiiniiinnieennen. 32
Figure 24 VLan Tag Configuration Window ............ccccccveveeiiveennnennnn 33
Figure 25 MAC Cloning Window ............cceccveeriiieniieinieenieeenieeeee, 34
Figure 26 PSTN Switch Key Window...........ccccevevciiiiiniiieiiiieeeien, 35

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



Figure 27 PSTN Digitmap WIndow .........ccceecveeeviiiiiniiieeeiiieeeiee, 36

Figure 28 Provision Configuration Window ............ccccccceeiviiiiinnnnenn, 37
Figure 29 Syslog Configuration Window ............cccecevvveiiiniiiieeeeennnee, 38
Figure 30 EMS Configuration Window...........cccoecieiiniiiiiniiininnieenn. 39
Figure 31 SNMP Community Configuration Window....................... 40
Figure 32 SNMP Trap Configuration Window..........c.ccceevvvivennnnennn. 41
Figure 33 VOIP Protocol Selection Window............ccoecveeiniiiennnennn. 42
Figure 34 MGCP Configuration Window.........cccccceeeviiiiniiieennieenn. 43
Figure 35 VOIP User Configuration Window .........ccccccceeviirenneennn. 44
Figure 36 VOIP SIP Configuration Window ..........cccocceeeiniiirennieennn. 45
Figure 37 VOIP Codec Configuration Window ............ccceeueeeennnennn 46
Figure 38 VOIP RTP Configuration Window...........ccceeeueevviveenneennen. 47
Figure 39 VOIP Tone Configuration Window..........c.ccccceevvirineeennn. 48
Figure 40 VOIP Fax Configuration Window...........cccecceeeiniiiennieenn. 49
Figure 41 VOIP STUN Configuration Window .........c.ccceeeuveenueennen. 50
Figure 42 VOIP Speed Dial Configuration Window .............ccceueeeee. 51
Figure 43 VOIP Address Book Window..........ccccceeviieniiiinieennenee. 52
Figure 44 Call Hold Diagram...........ccceevvuiieiiieniiieniieeieenee e, 53
Figure 45 Call Waiting Diagram............cccccceeeeeiiiiieeeniiiiiee e 54
Figure 46 Call Forwarding Always Diagram ............cccccceeevcvveeeennennn. 55
Figure 47 Call Forwarding Busy Diagram ...........c.ccccccovveerivieennnennnn. 55
Figure 48 Call Forwarding No Answer Diagram ............ccccceevueennee. 56
Figure 49 Blind Transfer ..........ccooovevviiiiiiiniieiecceeeeeeeee 57
Figure 50 3-Way Call Conference Diagram ..........cccccevvveevieennnennee. 58
Figure 51 VOIP Call Feature Configuration Window ........................ 59
Figure 52 VOIP Call Digit Map Configuration Window.................... 60
Figure 53 Supervisor Password Window.........cccccceeveeeviiinnieenieennnen. 61
Figure 54 User Password Window ...........cccoeccveeeviiieeeniieeeniee e 62
Figure 55 Firmware Upgrade Window ............ccocceeeviieniiiinieeniienee. 63

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



Figure 56 Configuration Upgrade Window ...........cccceecvverenciieeennnennnn 64

Figure 57 View Configuration Window ...........ccccccccvvvviiieiniieeennnennn. 65
Figure 58 Window Showing Configuration Save to Flash ................. 66
Figure 59 Load Default Settings Window ...........cccccoevvieeeniiieennennnn. 66
Figure 60 Reboot WINdOW..........ccoviiiiiriiiiieiiieeeiie e 67
Figure 61 Console Port Cable Diagram............cccccceevvviieeeeicniereeennnee, 69
Figure 62 Hyper Terminal Parameters...........cccceeeevveeenciieeenciieeeneennns 69
Figure 63 Command Line Interface Screen..........ccccoevvcvvviinciieennnennn. 70
Figure 64 Recovery Procedures..........cccoveiieeeiiiiiiiiniiiieeeeeieeee e 107
Figure 65 Complete Maintenance Mode (via console port)............. 109
Figure 66 Simple Maintenance Mode (via telnet) ..............cccuveeennn. 109

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway






Chapter 2.

Quick Start Guide

2.1.

2.2.

2.21.

This chapter provides the basic instructions and information that will help a user set up the VOIP
Gateway device in the user’s network environment. By following the steps listed here the user
will be able to connect power and data cables to the device, then perform basic configuration to
enable normal operation by the device. More detailed device configuration information is
presented in a later chapter titled “Configuration Using Web-based Interface”.

Unpacking

Carefully unpack the user package and make sure that the following items are available.
1. One VOIP Residential Gateway

One RJ-11 telephone line for the first telephone

One RJ-11 telephone line for PSTN back-up use (optional)

One RJ-45 Ethernet cable

A A

One power adapter

If the user finds anything missing or damaged, promptly contact the dealer from whom the user
purchased the product for help.

Hardware Installation

Hardware & Software Requirements
The items listed below are the minimum hardware and software requirements needed before
commencing with the installation procedure.

1. One RJ-45 broadband Internet connection via cable modem, ADSL modem or other
broadband access devices

One PC with 10Mbps, 100Mbps, or 10/100 Mbps Ethernet card installed
TCP/IP protocol for each PC
Microsoft Internet Explorer 4.0 or later (5.0 is strongly recommended for web configuration)

One standard touch-tone telephone

A O i

Subscription to VOIP service from a VOIP service provider
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22.2. Getting Connected

1. LINE Port:

Plug one end of the RJ-11 telephone line into the LINE port and plug the other end
into the phone socket in the wall using an RJ-11 telephone line.

2. PHONE Port:

Plug one end of the RJ-11 telephone line into the PHONE port and plug the other end
into the phone socket of a telephone set.

3. PWR Port:

Plug one end of the power adapter into the PWR port and plug the other end into an
electric outlet in the wall.

A Use only the enclosed power adapter accompanying the gateway device. Faulty or
improper voltage input may cause permanent damage to the power supply and the
Warning  gateway device thereby voiding the warranty.

4. ENET Port:

Plug one end of the RJ-45 Ethernet cable into the ENET port and plug the other end
into the Ethernet socket of the Network Interface Card (NIC) in the user’s PC.
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8. WAN Port:
»  If the user has a cable modem...

Coaxial Cable

Coaxial Cable

Without an NAT Device between cable modem and the gateway device
Plug one end of the 8-wire, RJ-45 Ethernet cable into the WAN port of the
gateway device and plug the other end into the Ethernet port of the cable
modem. Then connect the cable modem using a twist-on, coaxial cable to the
matching socket in the wall.

With an NAT between cable modem and the gateway device

In contrast to the without-NAT scenario above, please first connect the gateway
device to the NAT device using an RJ-45 cable, then connect the NAT device to
the cable modem with an RJ-45 cable. The connection between cable modem
and the wall socket remains the same as before. Please refer to Figure 1 for
details.

RJ-45 CABLE

NAT Device

Cable Modem RJ-45 CABLE

Connector
I I IHEHL R
LINE PHONE2 PHONE1 PWR ENET WAN
PHONE SOCKET i +

[

ELECTRIC OUTLET

Figure 1

RJ-11 LINE

RJ-45CABLE

w RJ-11 LINE PC

PHONE

AC POWER ADAPTER

Connectivity diagram for cable modem with NAT device
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»  If the user has an ADSL Modem...

e  Without an NAT device between ADSL mode and the gateway device
Directly plug one end of an 8-wire, RJ-45 Ethernet cable into the WAN port of
the gateway device and plug the other end into the Ethernet port of the Internet
service device, such as an ADSL modem. Then connect the ADSL modem to the
modem port of the splitter using a 2~4 wire, RJ-11 telephone cable.

e  With an NAT device between ADSL modem and gateway device
In contrast to the without-NAT scenario above, please first connect the gateway
device to the NAT device using an RJ-45 cable, then connect the NAT device to
the ADSL modem with an RJ-45 cable. The connection between ADSL modem
and the splitter remains the same as before.

PHONE SOCKET

MODEM PORT
RJ-11 LINE

RJ-45 CABLE

RJ-11 LINE

SPLITTER

PHONE PORT

CIHEHUE
LINE PHONE2 PHONE( ENET  WAN ,

RJ-11 LINE
ELECTRIC OUTLET —
RJ-45 CABLE
w RJ-11 LINE pC
PHONE
AC POWER ADAPTER
Figure 2 Connectivity diagram for ADSL modem with NAT device

RJ 11 cable, and then connect splitter to phone socket on wall via RJ 11

|M; For LINE port connection, please connect to phone port of splitter using
cable, too.
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»  If the user has a fixed IP address from a service like Metro-Ethernet...

e  Without an NAT device between gateway device and Ethernet wall socket
Plug one end of the RJ-45 Ethernet cable into the WAN port of the gateway
device and plug the other end directly into Ethernet socket in the wall.

e  With an NAT device between gateway device and Ethernet wall socket
In contrast to the without-NAT scenario above, please first connect the gateway
device to the NAT device using an RJ-45 cable, then connect the NAT device to
the Ethernet wall socket with an RJ-45 cable.

ETHERNET SOCKET

RJ-45 CABLE
[
©
NAT Device

I IHEHLIRL)

l LINE PHONE2 PHONE1 PWR ENET WAN

PHONE SOCKET g
@ RJ-11 LINE

ELECTRIC OUTLET

RJ-45 CABLE

RJ-45 CABLE
w RJ-11 LINE pC
PHONE
AC POWER ADAPTER
Figure 3 Connectivity diagram for Metro-Ethernet connection
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2.3. Powering Up & Initialization

2.3.1. LED Status

1.  When plugged into the appropriate electrical outlet, the gateway device will automatically
launch its self-diagnostic process. Three indicator lights (LED): PWR, WAN, and ENET,
will light up steadily. Wait for about 15 seconds for the device to complete this process.
When initialization is complete, the PWR LED will light up steadily, and the following
lights: WAN, ENET will also light up depending on how the physical connection is
established.

2. With all the data cables properly connected to the gateway device, user can observe the
front panel light status to determine the current device status. The table below shows the
possible indicator light statuses and their associated device statuses.

LED Status L.
Description
PWR ‘ WAN ‘ENET‘ VOIP ‘ LINE
ON  Atleastone of ON Device is operating correctly; either WAN or LAN connection
them is on is established.
ON BLINK Firmware is not running correctly, and may need to be

downloaded again. When set up correctly, firmware

download and upgrade will occur automatically.

ON  Atleast one of BLINK BLINK | Firmware or configuration file is downloading from a network
them is on server. Please do not turn off the device power during this

period.

ON OFF Out of service or boot code is not functioning properly.

Please power off and on the device again, and wait for about 3

minutes. If the LED status remains the same, please refer to

section on configuration for additional steps to take.

9.  Ifthe VOIP LED is lit up steadily and VOIP calls can be made, stop here. If not, proceed
to the configuration steps below.

ke The configuration information presented here will help the users set up their
' gateway devices in the most commonly seen network environments. More detailed
configuration information will be presented in the chapter titled “Configuration

Note Using Web-Based Interface”.
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Chapter 3.

Equipment Overview

3.1.

Our equipment device is a VOIP Gateway that delivers voice information over the Internet
instead of the traditional telephone network. This benefits small offices and work-at-home users
having high-speed Internet access by allowing them to use many service providers that offer toll-
free or low-cost voice services. In addition, the VOIP Gateway features a PSTN back-up line,
allowing users to still use the PSTN phone line should the VOIP service become unavailable,
such as when there is a power outage. Equipment configuration via Graphical User Interface
(GUI) is also available, allowing users to easily configure the equipment and software settings
via a web browser like the Internet Explorer. Firmware upgrade via TFTP is also supported,
allowing users to easily add newer and more powerful features to their gateway devices.

Introduction

The AzaCall200 gateway device is an external stand-alone device, which can provide a cost-
effective long-distance voice communication solution using the Internet. The gateway device can
establish a voice channel by adopting Voice Over Internet Protocol (VOIP) signaling schemes
after registering itself with a designated proxy server. The gateway device can be connected
directly to phones, fax machines, PBXs, and the Internet without any additional accessories or set
ups. When the Ethernet port of the gateway device is connected to another device with a WAN
interface (e.g. ADSL modem), the gateway device can provide toll quality voice communication
in terms of voice quality and reliability for the users.

Also, the gateway device integrates two kinds of data service modes, offering convenience and
flexibility to users. One such mode is the Gateway mode, and the other is the Transparent Bridge
mode. The Gateway mode targets users who have been enjoying high-speed Internet access
service from an ISP, but would like to add an additional subscription to VOIP telephony services.
The gateway device would be deployed to the subscriber’s home, with ADSL service feeding into
the device’s WAN port, and the LAN port connected to the subscriber’s equipment. In this
scenario, the gateway device delivers both voice service, as well as data routing function found in
a broadband router.

Private Network ‘+’ Public Network

RJ-45 Straight

Ethemet Cable
RJ-45 Straight RJ-11
Mana rPC ate:L ay Mode Ethernet Cable : Telephone Cable

ateway Internet Service Device

RJ-11

RJ-11
Telephone Cable (

_ PSTN

Figure 4 Network Environment Using the Multi-Protocol Gateway
Device in Gateway Mode
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3.2.

On the other hand, the Transparent Bridge mode is very similar to the Gateway mode. If the
subscriber had been using a broadband router, the WAN port of the gateway device would be
connected to the broadband router’s LAN interface port. The subscriber’s PC equipment may
then connect to the gateway device’s LAN interface. The gateway device can then deliver voice
service, while bridging the traffic from PC to the outside networks.

Private Network c—'—» Public Network
RJ-45 Straight

Ethernet Cable RJ-45 Straight RJ-45 Straight RJ-11
% Ethemet Cable Ethernet Cable Telephone Cable { \' \
N

[ Internet
- J

@ 4

Bri;éeMode . = r

VOIP Gateway NAT Device Internet Service Device
| :

- — e — —

RJ-11 I RM1 F =
Telephone Cable | Telephone Cable ( K PSTN

J

Figure 5 Network Environment Using the Multi-Protocol Gateway
Device in Bridge Mode

Features

The gateway device supports the following features:

Provide toll quality voice over IP network

Low-cost edge access device serving as cost-saving IP phone

Two 10/100 Ethernet connection for corporation LAN or broadband access
Simple configuration and setup

Remotely manageable and upgradeable

Automatic switch to PSTN line for emergency calls (subject to the user’s country or Service
Provider service deployment)
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3.3. Front View (LEDs)

AN ENET VOIP LINE1 LINE2

Figure 6 Gateway Device Front Panel
LED Color Status Description
On When the VOIP Gateway is powered on
PWR Green
Off No power supply
Blinking When data is being transmitted or received
WAN Green On When ADSL connection is established
Off When there is no ADSL connection
Blinking When data is being transmitted or received
ENET Green On When Ethernet connection is established
Off When there is no Ethernet connection
On When VOIP telephone service is ready
VOIP Green o
Off When VOIP telephone service is not ready
Blinking V.Vhefn there is an incoming call (the telephone is
ringing)
LINE G
reen On When the telephone is in use
Off Switches to PSTN back-up line
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3.4. Rear View (Ports)

Figure 7 Gateway Device Rear Panel

B LINE: RJ-11 connector, connected to PSTN back-up line
B PHONE: RIJ-11 connectors, connected to IP telephones
B PWR: Power connector, connected to the power adapter packaged with the VOIP Gateway

A Use only the power adapter accompanying the gateway device. Faulty or improper
voltage input may cause permanent damage to the power supply and the gateway
Warning device.

B ENET: Ethernet RJ-45 connector, connected to PC using an RJ-45 Ethernet cable
H  WAN: Ethernet RJ-45 connector, connected to WAN access device, such as the cable
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Chapter 4.

Configuring TCP/IP Protocol for User
PC

41.

4.2.

This chapter explains the procedures used in configuring the TCP/IP protocols on the user’s PCs
running different operating systems. It is mandatory that users follow the steps exactly as listed
below so that the gateway device will operate normally.

Introduction

To configure and communicate with this device, each PC on the user’s LAN must install TCP/IP
protocol. If the user enables static IP addressing, make sure the user PC resides in the same
subnet as the device’s LAN port. In Bridge Mode with the WAN side of the gateway device in
DHCP mode, the default IP Address is 172.25.25.1 and default subnet mask: 255.255.255.0 once
the PC connects to the WAN side. In Gateway Mode, the IP Address of the LAN port is
172.25.25.1 and the subnet mask is 255.255.255.0. The TA device is set to bridge mode by
default.

Windows 98/Me

1. From the Start menu, click Settings, and then click Control Panel.

2. Double-click Network.

3. On the Configuration tab, check if TCP/IP protocol is installed on the components list.

4.  Ifyes, go to step 8. If no, then click Add.

5. Highlight Protocol and click Add.

6.  Select Microsoft from the Manufacturers list and select TCP/IP from the Network
Protocols list.

7.  Click OK. User will see TCP/IP displayed on the network components list.

8. Highlight TCP/IP and click Properties.
9.  Select the IP Address tab and check Specify an IP address.
10. Set IP address as 172.25.25.1, Subnet mask as 255.255.255.0 and press OK.
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4.3. Windows 2000/XP

1. From the Windows 2000 Start menu, click Settings, and then click Network and Dial-up
Connections. From Windows XP Start menu, click Control Panel, then click Internet
Connection.

Double-click the Local Area Connection.

Click Properties.

Click Internet Protocol (TCP/IP) and then click Properties.

Check Use the following IP address.

Set IP address as 172.25.25.1, Subnet mask as 255.255.255.0 and press OK.

A

44. Windows NT

From the Start menu, click Settings, and then click Control Panel.

Double-click Network.

—_

On the Protocol tab, check if TCP/IP protocol is installed on the components list.
If yes, go to Step 7. If no, then click Add.

Highlight TCP/IP Protocol and click OK.

Select TCP/IP Protocol and click Properties.

When Information Message appears, click OK.

On the IP Address tab, check Specify an IP address.

Set IP address as 172.25.25.1, Subnet mask as 255.255.255.0 and press OK.

A T O R B

_.
e

When asked to restart user computer, click Yes.
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Chapter 5.

Configuration Using Web-based
Interface

This chapter explains how to configure and manage the Azatel gateway devices using the Web-
based Interface. The Web-based Interface provides a comprehensive system management
scheme, including system configuration, performance monitoring, system maintenance and
administration. User may use a Web browser to access the Web-based Interface. The Web-based
interface supports the following features and functions:

Feature or User Supervisor

Functions Level Level
Status * ®
PPPoE Configuration * *
WAN Configuration * *
NTP Configuration *
Gateway Mode Settings * *
QoS Configuration ®
MAC Cloning ® ®
PSTN Configuration ®
Provision Configuration *
Syslog Configuration *
EMS Configuration *
VOIP Configuration * *
Password * *
Upgrade ®
View *
Save *
Reboot * *
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5.1.

Configuring via Web Browser

Before accessing the Web-based Interface, user needs to launch a Web browser like the Internet
Explorer on the management host PC to reach the device’s default IP address of
http://172.25.25.1. The management host PC should use an IP address within the same subnet as
the gateway device. (e.g. 172.25.25.100).

1. Connect the LAN port of the gateway device to the user PC using an RJ-45 Ethernet cable.

2. Plug one end of the power adapter into the PWR port of this device and plug the other end
into an electric outlet in the wall.

3. Open the web browser.

4. Enter the default IP address 172.25.25.1 of this device in the Address field to access the
web configuration menu. If you are not sure which mode the device is currently in, try
both IP addresses.

5. If neither IP address allows the user to access and open up the gateway device’s web
management interface, and a different IP address is furnished by the user’s ISP, enter the IP
address furnished by the ISP instead in the browser’s address bar.

I8l

File Edit View Favorites Tools Help ‘
EBuck - = - @ [ 4| Qseanh |GFavoies Media B | By S [ - 5 ﬁ
| address [@) g 722525 17 =] oo |

Figure 8 Web Browser Address Field
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5.2.

Logging on to the Web-based Interface

When beginning the configuration of the VOIP Gateway, the user must log in first.

2l
Flease wpe pour uzer name and pazzword,
Sitex 172.25.25.1
Fealm Genaric Platfarm Weh 0
Uzer Mame Isupervisor
Pazsward | ******
[ Save this password in your password list
ok Cancel
Figure 9 Login Window
Item Description
USER NAME Enter the user name to login. The name can be supervisor or user.
PASSWORD Enter the password to login. The password for “supervisor” is “Azatel”
the password for “user” is “12345”. Please note that this password may
vary depending on your distributor.

and access to all its configuration settings. On the other hand, entering a user-level
password limits the operator’s authority to a more limited set of configuration
Note options.

|m_ The supervisor password gives an operator administrative authority of the device
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5.3. System Functions

5.3.1. System Status

Upon correctly entering the user name and password, the first web-configuration page displayed
will be the System Status.

This screen contains Board ID, Firmware Version, Web UI Version, MAC Address, and VOIP
Service Status, all described in the table below.

azatel ) |

Board ID: C02V001.01.00_AZATEL

Status

< Firmware Version: V1.5.3 test2
Sysiem Siatus

Web UI Version: 1.0.1
MAC Address: 002516114467
VoIP Service Status: Not Connected to VoIP

Lan DHCP configuration
Port Forwanding
IP Filter

DMZ

Mac Cloning
Mac Cloning

PSTN

Provision |

& [ [ Tntemet

Figure 10 System Status Window

Item Description
Board ID Displays the part number of the VOIP Gateway and customer name
Firmware Version Displays the installed firmware version
Web UI Version Displays the current Web UI version
MAC Address Displays the unique hardware number of the VOIP Gateway
VOIP Service Status  Displays the connection status of the VOIP Gateway
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5.3.2.

DHCPC Status

If the user chooses DHCP to derive WAN IP address from DHCP server dynamically, the
DHCPC Status page will display the derived WAN IP Address, WAN Subnet Mask and Gateway
Address, etc.

Please refer to a later section on WAN IP address configuration for more related discussions.

azatel ) i
Subnet Mask: |0
| Broadcast: |[I
Gateway: |0
DNS1: |0
DNS2: |0
NTP Server: (0
Provision =l
|&] Done [ | | Intemet
Figure 11 DHCPC Status Window
Item ‘ Description
1P The IP Address of the VOIP Gateway as seen by external users on the

Internet. (Assigned automatically by user’s ISP)

Subnet Mask The Subnet Mask of the VOIP Gateway as seen by external users on the
Internet. (Assigned automatically by user’s ISP)

Broadcast The Broadcast Address of the VOIP Gateway as seen by external users on
the Internet. (Assigned automatically by user’s ISP)

Gateway The Gateway Address of the VOIP Gateway as seen by external users on the
Internet. (Assigned automatically by user’s ISP)

DNS1 The IP Address of Domain Name Server (Assigned automatically by user’s
ISP)

DNS2 The IP Address of Domain Name Server (Assigned automatically by user’s
ISP)

NTP Server The IP Address of NTP Server (Assigned automatically by user’s ISP)
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5.3.3. PPPoE Status

If the PPPoE setting is selected by the user to obtain the WAN IP address from PPPoE server
dynamically, the user can check the status by clicking on PPPoE Status.

Ozatel ( | Service Mame: |[I
LocalIP: |0
Remote IP: |0
| DNS1: |n
DNS2: |0
WINI: |0
| WIN2: |[I
Qos Configuration
DSCP
¥Lan Tag
Mac Cloning
Switch Key
Provision =l
@1 Do [T e ntemet
Figure 12 PPPoE Status Window
Item ‘ Description
Service Name  Specify the different service group name.
AC Name Indicates to use specific server.
Local IP The Client IP Address.
Remote IP The Service IP Address.
DNS1 The IP Address of Domain Name Server
DNS2 The IP Address of Domain Name Server
WIN1 The IP Address of WIN Server
WIN2 The IP Address of WIN Server
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5.4.

54.1.

PPPoE Configuration

PPPOE

There are three ways to obtain a WAN IP address: by manually entering a static IP address, by
configuring the gateway device in DHCP mode, or by configuring the gateway device in PPPoE
mode.

Depending on the type of Internet connection available to you, you may select one of these three
modes accordingly. For example, if a high-speed xDSL connection to the Internet is made
available to you by your phone company or Internet Service Provider (ISP), you may select the
PPPoE as the access method to get a WAN IP address for your VOIP gateway device. On the
PPPoE configuration screen shown below, you need to enter the User name and Password
provided by your ISP.

azatel )
Username: |[1234
Password: | |==zzszzz=x
0K Cancel
Digit Map
Provision =l
| &) Don= [ | |4 Intemst

Figure 13 PPPOE Configuration Window

Item Description
User Name Input the username furnished by the ISP. (Maximum 32 characters)
Password Input the password furnished by the ISP. (Maximum 32 characters)

Ij All user-input parameters in this menu support up to 32 characters.

Note
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5.5. WAN Configuration

5.5.1. WAN |P

User can decide on the method of obtaining the WAN IP address for the VOIP gateway device by
selecting one of the three choices listed in the WAN IP Configuration window. After the new
configuration is saved and the device rebooted, the setting changes made by the user will take
effect.

As shown in the figure below, there are three methods for the gateway device to obtain an IP
address. These are the Static IP address, DHCP (default settings), and PPPoE.

B [f the user selects the static IP address item, please be sure to configure all the IP address
related parameters on screen.

= The static IP address, address mask, and other related information may be
obtained from the Internet Service Provider.

Note

B [f the user selects DHCP, there are no other parameters to fill in the values in this
configuration window. When the gateway device has been dynamically configured by the
Service Provider’s DHCP server, the user may also observe the device’s current IP address
and other related information by entering the DHCPC Status menu (refer to an earlier section
in this chapter on DHCPC Status).

B [f the user selects PPPoE, please also go to the PPPoE configuration menu (refer to an earlier
section in this chapter on PPPoE Configuration) to configure the username and password for
authentication by the ISP. After rebooting the device and gaining access to the Internet or the
service network, the user may observe the device’s current IP address and other related
information by entering the PPPoE Status menu (refer to an earlier section on PPPoE Status).

ol The PPPoE configuration information may be obtained from the Internet
] Service Provider.

Note

All of the new or changed settings will take effect after the user reboots the gateway device, so
please remember to click on the “OK” button in this configuration menu first, and then “Save
Configuration” and “Reboot” so that the new settings may take effect.

The figure below shows that “DHCP” mode is selected as the Internet access protocol for our
VOIP gateway device.
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Lan DHCP configuration
Port Forwarding

[ WAN Configuration
i |92, [Tes [To0.[T
Mask [255.[255.[255.[0
Gateway [192.[168.[100.[z54
| DNS 1 ||m.|m.|m.|1—
DNS 2 ||m.|m.lm.|2_
« DHCP
= |  PPPoE
| il Cancel

Provision =l
| &) Don= [ | |4 Intemst
Figure 14 WAN Configuration Window
Item ‘ Description

Static IP Address The IP address of the WAN side is assigned by the user.

IP The IP address of the WAN port.

Mask The subnet mask of the WAN port.

Gateway The IP address of the gateway device used by our VOIP gateway.

DNS1 The IP Address of the Domain Name Server (DNS) used by our VOIP
gateway.

DNS2 The IP Address of the DNS used by our VOIP Gateway.

DHCP Selecting this Internet access mode will cause the IP Address of the VOIP
gateway’s WAN port to be assigned by the DHCP server.

PPPoE

Selecting this mode will require additional user name and password
information (obtained from ISP) to be configured in the PPPoE
configuration screen.
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5.5.2.

Provisioning

This function helps prevent attempts of unauthorized access to the gateway device from the

Internet.

If Status is on, Web Ul access from the Internet or WAN side is allowed. On the other hand; if
Status is off, Web UI access from WAN side will be prohibited.

azatel )(

Sysiem Status
DHCPC Status
PPPoE Status

FPPoE

PPPoE

WAN

Lan DHCP configuration
Port Forwarding

Mac Cloni
Switch Key
Digit Map

Provision =

WATN Provision Configuration

 Off ¥ On

il Cancel

MNate: Provisioning works on gateway mode.

[T [ Tntemet

Figure 15 WAN Provision Configuration Window

Note

This function will work only when Device mode is configured as Gateway
mode, please refer to a later section on Device mode for details.
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5.5.3.

Device Mode

The VOIP gateway device has two operational modes; one is Bridge mode (default setting),
which acts as a transparent bridge to pass traffic between the gateway device and an end-user
device. The other mode is Gateway mode, which makes the gateway device act like an NAT
device.

By supporting Gateway Mode and the Network Address Translation (NAT/NAPT) functionality,
our gateway device can save the user from having to acquire an NAT device, and allow several
users to be connected to the Internet simultaneously with only one public IP address if an
additional hub device is used. By taking advantage of the NAT function, a group of users can use
a private IP address in a LAN environment. The gateway device then converts the private
address to the ISP-furnished public address when the users want to access the Internet.

Refer to the Device Mode Configurations menu below; if the Device Mode is Gateway, NAPT
is enabled. On the other hand, if it’s Bridge, NAPT is disabled.

Device Mode Configuration
azatel )( B
Device Mode & Bridge ' Gateway
— | OK | Cancel

Mac Cloning
PSTN

Switch Key

Digit Map
Provision j

[&] Dons [ | | Intemet

Figure 16 Device Mode Configuration Window
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5.6. NTP Configuration

Correct time information for use in systems management can be set using the Network Time
Protocol (NTP). The following screen allows you to define parameters for setting the
AzaCall200 to synchronize with your NTP server.

When one of the following conditions occurs, the gateway device will synchronize itself with an
external NTP server.

1. Rebooting the gateway device.

2. “Expires” time having run out.
azatel))(
| NTP Sewver: [0
Bxpires: |[86400
Time Zone: |[—8
| il Cancel
Port Forwarding
IP Filter
DMZ
Prvvision =
& [ [ [ Tkemet
Figure 17 NTP Configuration Window
Item Description
NTP Server Configure the IP address of a known NTP server.
Expires The time period for which the time derived from an NTP Server will be
valid. The unit is in second. Enter the value provided by user’s ISP.
Time Zone Configure time zone information
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5.7.

5.7.1.

NAPT Configuration

When the gateway device operates in the Gateway mode, it supports the NAT (NAPT) feature,
which means that WAN and LAN interfaces are located in different network segments and data
traffic needs to be routed between the two interfaces. This feature helps to save on the
consumption of public IP addresses but brings with it some restrictions as well. For example,
certain types of traffic originating from WAN cannot pass through the gateway device because of
IP mapping or security reasons. The following sections will help users overcome such IP address
restrictions and internal routing to NAT’d endpoints.

configured as Gateway mode; please refer to the section on Device Mode for

E The functions described in this section will work only when Device mode is
details.

Note

LAN DHCP Configuration

Our VOIP gateway device supports two device modes: the Bridge mode and Gateway mode. If
Bridge mode is selected, there would be only one IP address for both the WAN port and LAN
(ENET) ports. On the other hand, if Gateway mode is selected, then the WAN and LAN IP
addresses will be different.

WAN IP address can be configured in the WAN Configuration menu. However, the gateway
device does not allow an end user to configure the LAN port’s IP address via the web
management interface. This being the case, how is the IP address assignment performed for the
user’s PC, which is located in LAN network segment? The gateway device does it in one of two
ways:

W Static IP address: Users need to assign IP addresses to their PCs by themselves. Note
however that the PC’s IP address must exist in the same network segment as the gateway
device (default LAN IP address is 172.25.25.1/24), so that traffic can be transmitted through
the gateway device to and from the Internet or an outside network. Refer to Chapter 3,
“Configuring TCP/IP Protocol on Your PC” for this step.

B DHCP: The gateway device itself can act as a DHCP server, which dynamically assigns an
IP address to user’s PC located in the LAN-side network.

In DHCP Configuration menu, user can enable or disable the DHCP server’s dynamic IP address
assignment function, which assigns an IP address to the user’s PC. Selecting Auto Mode allows
2 DNS server addresses to be assigned automatically. On the other hand the DNS address must
be entered manually when the gateway device is configured to be in manual mode.
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Port Forwarding

O Zate I ( DHCP Configuration
| Status | @ Enable © Disahle
| First IP |172,25,25,2
System Status
DHCPC Status | Last IP |172.25.25. 31
PPPoE Status
FPPoE Mode @ suto © Manual
Ll Defauli Gateway 0.0.0.0
WAN
WAN P DNS 172.[25 .J25 1
Provisioning
Device Mode Domain “com
i Least time 86400
: 0K Cancel
Tan DHCP confizuration

Provision =l
& [T [ Tntermet
Figure 18 DHCP Configuration Window
Item Description
Status The DHCP Server is enabled or disabled.
First IP The first of the IP addresses in the Private IP Address Range
Last IP The last of the IP addresses in the Private IP Address Range
Mode The network settings assigned to the DHCP Client is Auto mode or Manual
Mode. In Auto mode, the DNS setting is from the WAN side. In Manual mode,
the DNS setting is from the user’s input on this page.
Default Display the IP address of the default gateway.
Gateway
DNS Manually specify a DNS IP address if the DNS is not auto-configured.
Domain Manually specify the Internet domain name.
Least Time Upon the expiration of this period in seconds, the gateway device sends a
request to the DHCP server asking for reconfirmation of IP address.
7 This function is supported in Gateway mode only, please refer to a later
section on Device Mode for details.
Note
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5.7.2.

Port Forwarding

An NAPT application creates a firewall between LAN and WAN. A firewall keeps unwanted
traffic from the WAN away from users computers in the LAN. A tunnel can be created through a
user’s firewall so that a distant server on the Internet can communicate with one of the user
computers in the LAN via a single port. This is handy for running web servers, game servers, ftp
servers, or even video conferencing. This is called port forwarding. One of the user computers
could run a web server (port 80) while another computer could run an FTP server (port 23) - both
on the same IP address.

For instance, if a user wants to set up an FTP server in the LAN segment of the network, and
knows the public IP address by configuring our VOIP gateway device in Bridge mode, traffic
coming from the WAN side of the network will pass through the gateway device easily. But if
the gateway device runs in Gateway mode with the public IP address unavailable to the user, the
user may use a private [P address instead and configure port numbers according to the types of
services that the user has. Please refer to the table below for frequently used port numbers.

Service | Protocol | Port Number
FTP (File Transfer Protocol) TCP 21
Telnet TCP 23
SMTP (Simple Mail Transfer Protocol) TCP 25
DNS (Domain Name System) TCP 53
TFTP (Trivial File Transfer Protocol) UDP 69
HTTP (Hyper Text Transfer Protocol) TCP 80

User can add or delete Port Forwarding Rule for the device in Gateway mode. When the
packet goes into the VOIP Gateway, if the port of the packet matches the port of port-forwarding
rule, the packet will be forwarded to the private IP address matching the configured rules.

azatel )

@ tep Coudp T hoth

Forward Port:
(Forward Port: 21 for fip, 23 for telnet, 80 for web server.)

To Private [F:172.25.251

ﬂl Refresh
mf Delete

Raule Tahle

i Privaie | Forward
|| » Type | Public IP s oy

MNote: forwarding rules work on gateway mode.

Lan DHCP configuration

Port Forwarding!
IP Filier

Provision

Provision j

& [ [ [ tntommet
Figure 19 Port Forwarding Rule/Rule Table Window
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5.7.3.

Item

Description

tep / udp / both
Forward Port

Select if the user wants to forward the packets based on tcp, udp or both.

The port number of the tcp or udp packets the user wants to check against
the configured rules.

To Private IP The IP Address of the user PC on the LAN-side network where packets of
matching criteria will be forwarded to.

ID The ID of the port-forwarding rule in the Rule Table to be deleted.

IP Filter

While the port-forwarding feature (available to a SIP-based gateway device) allows another user
on the WAN side of the network to access a PC or server located on the LAN side, our gateway
device provides a feature to prevent such access by specifying the IP address of the WAN side
users using the IP filter function. In the same manner, system supervisors can use this function to
prevent LAN users from accessing certain destination IP addresses.

User can add or delete IP Filter rules for the gateway device in Gateway mode. When a packet
goes into the VOIP Gateway, the packet will be blocked if its source or destination IP matches
the rules specified in the IP Filter Table.

azatel )(

Lan DHCP configuration
Port Forwarding

Mac Cloning
Swiich Eey
Digii Map

Provision x|

Pouer®
ﬂl Refresh

1D Delete
IP Filter Tahle
™ Type Public IP

MNote: IP Filter works on gateway mode.

]

[T [ Tutemet

Figure 20 IP Filter Configuration Window

Item

Description

Public IP

1D

The Public IP Address that is to be filtered (blocked) by the gateway
device.

The ID corresponding to the IP address in the IP Filtering Table to be
deleted.

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway




29

5.7.4.

DMZ

DMZ stands for De-Militarized Zone and is a firewall feature governing real-time information
exchange through the VOIP gateway device. A DMZ allows a single computer on the LAN side
network to expose ALL of its ports to the Internet. When this is done, the exposed computer is
no longer behind the firewall.

For example, when a home user plays an on-line game, real time information exchange is
important for this application. But some TCP/IP applications, like the game applications, may
require very complex IP configurations that are difficult to set up. So placing the user computer
in the DMZ is the only way to avoid subjecting the game application data packets to the address
translation mechanism of the firewall, and to get the application working properly. However,
placing a computer in the DMZ should be considered a temporary measure and normal
configuration should be resumed when the user has completed using the application. This is
because user firewall is no longer able to provide any security to the user PC.

User can enable or disable DMZ then specify the IP address of the DMZ in Gateway mode.
When a packet carrying information goes into the VOIP Gateway, the packet will be transferred
to the DMZ if packet is not filtered, and not port-forwarded.

azatel )(

|DMZ: “off Con

|DM.Z[PaMress: 172.25.25. |0 (Range:2-254)

| il Cancel

MNote: DMZ works on gateway mode.

Provision

Provision j

@ [0 (8 et
Figure 21 DMZ Configuration Window

Item ‘ Description

DMZ The DMZ is disabled or enabled.
DMZ IP address The IP address of the DMZ.

Noke: Some applications such as MSN Messenger’s voice call feature need to be
] in the DMZ to allow the proper flow of incoming packets.

Note Also note that only one IP at a time can be assigned as the DMZ host.
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5.8.

5.8.1.

QoS

QoS Configuration

Our VOIP gateway device allows a user to attach ToS (Type of Service) or DSCP (Differentiated
Services Code Point) information on outgoing packets leaving the device’s WAN interface so that

the packets may be processed with higher priority.

User can select the QoS type of the packets coming out from the gateway device’s WAN
interface. If the type of QoS is DiffServ, user can also specify the different values for Signal
DSCP and Media DSCP. Both ToS and DSCP are supported for the VOIP packets sent out from

the gateway device.

— 1
| Qos Type: || DiffServ
P —
Signal DSCP: 160
| Media DSCP: | 184
| Lok |
Gateway Mode Settings i
Lan DHCP configuration
Port Forwarding
IP Filter
DMZ
‘Qos Configuration
DSCP
VLan Tag
Mac Cloning
Swiich Key
Provision i
&) Dons [ 4 Intermst
Figure 22 Qos Configuration Window
Item ‘ Description
Qos Type The type of Qos that can be placed on outgoing packets, DiffServ or Tos.
ToS ToS defines the type of service. The value of Tos is usually between 0~15.
Signal DSCP The value of Differentiated Services Code Point for Signal.
Media DSCP The value of Differentiated Services Code Point for Media
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5.8.2.

DSCP Configuration

User can set the DSCP mode to Trusted or Un-Trusted. The selected DSCP mode of
operations is supported for PC traffic at the device’s LAN interface. If it is set to Trusted mode,
the device will keep the DSCP settings unchanged for the PC traffic at the LAN interface. If it is
set to Un-Trusted mode, the device will remark the setting as DSCP DE before forwarding the
traffic to the uplink interface.

azatel ) |

DHCPC Status

PPPoE Status

Lan DHCP configuration
Port Forwarding

Mac Cloni
Switch Key
Digit Map

Provision =

DSCP Configuration

DSCP Mode # Trusted O Un-Trusted

| il Cancel

[T [ Tntermet

Figure 23 DHCP Configuration Window
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5.8.3. VLan Tag Configuration

Our gateway device allows a user to attach Vlan Tag information on outgoing packets leaving the
device’s WAN port so that network equipment can recognize packets belonging to the same Vlan
group, and process them accordingly.

azatel ( VILan Tag Configuration
VLanTag: @ disable ¢ enable
System Status Data Priority: [0
DHCPC Status
PPPOE Status Data VianD: [
N Voice Priovity: [1
PPPoE
WAN Vaice VlanID: [3
WANIP
P i OK | Cancel

Lan DHCP configuration
Port Forwarding

Mac Cloning
Switch Key
Digii Map

Provision x|

&) Done [ [ ntemet

Figure 24 VLan Tag Configuration Window

Item Description
VLan Tag Enable VLAN mode or disable VLAN mode
Data Priority Set Data priority between 0-7; 7 is the highest priority.
Data VLan ID Set Data VLAN ID between 2~4094
Voice Priority Set Voice priority between 0-7; 7 is the highest priority.

Voice VLan ID Set Voice VLAN ID between 2~4094

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



33

MAC Cloning

A VOIP Service Provider will typically have its subscribers register with the Service Provider’s
VOIP service server before starting a subscriber’s service. Often, an ISP will require the
registration of the MAC addresses of any devices directly connected to their network. Allowing
a subscriber to change the gateway device’s MAC address can be useful if a scenario similar to
the following occurs:

B The subscriber travels away from home without bringing the gateway device with him or her.
At the destination location the subscriber has access to another gateway device and wishes to
access VOIP service from the Service Provider.

B The subscriber experiences troubles with the gateway device, and the Service Provider sends
the subscriber a replacement unit with a different MAC address.

Mac Cloning Configuration

Mac Cloning: |  gisable ( enable

000000000000
OK | Cancel

Mac Address:

Lan DHCP configuration
Poxt Forwarding

Switch Key
Digit Map
Provision |

&1 Done [T [ Tatert
Figure 25 MAC Cloning Window
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5.10. PSTN Configuration

5.10.1.  Switch Key

This function allows a user to switch to making calls over the traditional telephone network
(PSTN) instead of over the IP network. Normally, user can make VOIP calls except when VOIP
service is not available. However, user can switch from VOIP mode to PSTN mode by entering a
set of digits. User can then switch over to PSTN mode by pressing these digits on the
telephone’s numeric keypad. “0000” is the default value.

PSTN Switch Key
psinswkey: | |0000
OK | Cancel
Lan DHCP configuration
Port Forwarding
Provision j
] [T e ntemet

Figure 26 PSTN Switch Key Window
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5.10.2.

Digit Map

This function allows a user to set the Digit Map. Normally, user telephone uses VOIP service by
default except when the VOIP service is not available. However, user can set up a list of
numbers with specific prefix and total length that will use the PSTN mode instead of the VOIP

mode.

For example, if user sets a prefix of 1302 and a length of 11 for the digit map function, then
outgoing calls with such numbers as 1302X (X represents a string of numbers in the inclusive
range of 0000000 to 9999999) will go out as a PSTN (traditional telephone network) call.

azatel )(

PSTN Digitmap

Prefix] Lengih|

Add/Modity | Delete | Refresh |

Digit Map Table

No. Prefix Length
Lan DHCP configuration
Port Forwarding
Prvuision =
&1 Dore [ [ Taternet
Figure 27 PSTN Digitmap Window
Item Description
Prefix Enter the prefix of the telephone number.
Length Enter the total length of the telephone number. “0” means the length is not
fixed.
Add/Modify Add or modify user desired prefix and length of the telephone number.
Delete Delete an existing prefix and length of the telephone number from the Digit
Map Table
Refresh Press this button to refresh the screen being displayed and show the latest

changes.
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5.11.

Central Provisioning Configuration

The VOIP gateway device supports (remote) provisioning mechanism to allow the latest
configuration file to be downloaded into the gateway device. When a gateway device downloads
the configuration file from Provisioning server, it will compare the downloaded parameters with
the existing local parameters. If the downloaded parameters are more recent, the existing local
parameters will be overwritten and the downloaded parameters will be written into the FLASH
memory.

The Provision Configuration window allows you to configure provisioning parameters including
the IP address for the Provisioning Server, server port number, group name, and expiration time.
After you make the setting changes, click OK and then Save and Reboot for the new settings to

take effect.

Clomis

Digit hMap

Swupervisor Password
User Password

Upgrade
Firnoware
uration

F

Provision Configuration

provis. azatel .com
Server Port: |[69

| Server Address:

Growp: |[604
| Expires: ||86400
| OK | Cancel

|

@] Done

Figure 28

[T [ Tutemet

Provision Configuration Window

Item

Description

Server Address

Server Port

The IP Address of Provisioning server. Enter the value provided by user’s
ISP.

The receiving port number of Provisioning server. Enter the value provided
by user’s ISP.

Group Enter the string for different user group. The maximum length is 64. Enter
the value provided by user’s ISP.
Expires The valid period for this device’s IP Address assigned by DHCP server or

PPPoE server. The unit is second. Enter the value provided by user’s ISP.
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5.12. Syslog Configuration

The VOIP gateway device supports Syslog function. This function is used to send UDP packets
via Syslog port (514) to a server offering Syslog service when the gateway device confronts
certain prescribed equipment or network conditions such as configuration save or VOIP service
ready (or not ready).

Mac Cloning =

Syslog Configuration

Switch Key
Digit Map Server Address: | [0

Fo
ovision Server Port: | 514

Digii Map
Supervisor Password
User Passwond

Firnoware

wration

F

[
&) Dons [ 4 Intermst

Figure 29 Syslog Configuration Window

Item ’ Description
Server Address Specify the IP Address of Syslog server.
Server Port Specify the port number of Syslog server.
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5.13. EMS Configuration

5.13.1. EMS

This VOIP gateway supports EMS management function. Users can set the EMS configuration
including Server Address, Server Port, Community and expiration time. After making the setting
changes, click OK then Save Configuration and Reboot for the new settings to take effect.

Clomis d
PSTN

IE

EMS Configuration

Switch Key
igit Server Address: ||0 |0 .0 |0

Digit Map
Provisi
Provision
e [
Syslog
R Expires: |[3600

}s:%\ir Community il_lca"‘:e'

Digit Map

Swupervisor Password
User Password

Upgrade
Firnoware
uration

|

IF

&1 Done [T [ Taternet
Figure 30 EMS Configuration Window

Item ‘ Description

Server Address  Specify the IP address of EMS server

Server Port Specify the Port number of EMS Server
Community Specify the Community used by the EMS Server
Expires Specify the valid period for which our VOIP gateway device can be

managed by EMS Server. The unit is second.
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5.13.2.

SNMP Community Configuration

Our VOIP gateway device supports SNMP agent. Users can use Element Management System
(EMS) to manage the VOIP gateway devices via SNMP protocol. This configuration menu
allows a user to specify a community name for each SNMP function. After you configure the
settings, click OK and then Save Configuration and Reboot the device for the new settings to
take effect.

Cloni =

PSTN

Switch Ee:

it SET Comnunity private
Provision
GET Community public
Syslog | Trap Comnunity | public
EMS

EMS | il Cancel

SNMP Communiné

SNMP Trap Target
YoIP

Proiocol

MGCP

|E

SNMP Community Confignration

IEL

Provision

w2

IE

o

|

|

User
SIP
CODEC
RIF
Tone
FAX
STUN

Digit Map
Supervisor Password
User Password

Firnovare

uration j
[&] Dons [ | | Intemet

Figure 31 SNMP Community Configuration Window

|F

Item ‘ Description
Set Community Specify the community for the se function on EMS.
Get Community Specify the community for the get function on EMS.
Trap Community The Community used when the user processes the traps.
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5.13.3.  SNMP Trap Target

The VOIP gateway device supports 4 Trap targets. The user can specify different IP addresses
and Port numbers to receive the traps sent from the VOIP gateway device. After configuring
these settings, click OK and then Save Configuration and Reboot the device for the new
settings to take effect.

Mac Cloning d

SNMP Trap Configuration

Suiich Key

Digit B |Trap ‘ “Ooff ©0On

T |Targ:(1 ‘ 0 .o .o .[o port]0
Target2 CRA TR TR portf0
EMS Target3 T .o Jo .[o port]D
Target4 @ .o o .[o port]D
SNMF Trap Targei ok | Ccancel

o] e

& [T [ [ tntemmet
Figure 32 SNMP Trap Configuration Window

Item ‘ Description
Trap Specify whether traps will be sent or not.
Target IP Specify the IP Address to which the traps of the VOIP gateway will be sent.
Port Specify the Port to which the traps of the VOIP Gateway will be sent.
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5.14.

5.141.

VOIP Configuration

Protocol

This first screen for VOIP configuration enables the user to select the type of VOIP protocol to be
applied in VOIP applications. This selection may depend on the type of VOIP service and
network server the user’s service provider has made available to the user.

Syslog
EMS
EMSs

Digii Map
Swpervisor Password
User Password

Firnovare

Configuration
Configuration

Save Configuration
Load Default Seitings

Rehoot

YoIP Protocol
 MGcp

® SIP

© H323

| il Cancel

@] Done
Figure 33

[T [ Tntemet

VOIP Protocol Selection Window
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5.14.2.

MGCP

This screen allows you to set MGCP configurations such as Local Port, Call Agent address and
port number. After you configure the settings, click OK and then Save Configuration and

Reboot to take effect.

Tl =
EMS
SNMP Community Local Port: |[2427 |
SNMP Trap Target
Call Agent Addvess: [[192 168 100 100
;:;:;"l Call AgentPort: |[2727
User Wild-carded RSIP: | " Enable  Disahle
SIP
CODEC © aalw@[ip_addr]
'1R'7TP Endpoint Name Style: | mac_addr/#@[ip_addr]
o © aalw#i@mac_addr
STUN Ewires: |[60
Speed Dial
Address Book 0K Cancel
Call Features
Digit My
Swpervisor Password
User Password
Firnoware
Configuration
Configuration
Save Comfiguration
Load Default Settings
Rehoot ||
B - [T @t
Figure 34 MGCP Configuration Window
Item Description
Local Port This port number is identified to receive/send data from/to the Call
Agent
Call Agent Address Specify the IP address of Call Agent
Call Agent Port The port number is identified to receive/send data from/to the VoIP
gateway.
Endpoint Name Style | Specify the naming format of the MGCP Endpoint.
Expires Specify the expiration time
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5.14.3.

User

This screen allows a user to set the user information such as username, password and display
name. User should obtain this information from the service provider. Also be sure to check the
checkbox before “user0” and / or “userl” to enable VOIP service on the respective user ports.
After making the setting changes, click OK then Save Configuration and Reboot for the new
settings to take effect.

Syslog
EMS VoIP User
EMS
o Dl e e
SNMP Trap Targei
e e i e

MGCP ||' | userl: ||2222 ‘|uuuuu ||2222

,.S.._;., | ﬂl Cancel

Digit Map
Supervisor Password
User Password

Firnware
Configuration
Configuration

Save Comfiguration
Load Defauli Settings

Reboot

[&] Dons [ | | Intemet
Figure 35 VOIP User Configuration Window

Item ‘ Description
Username Specify the name (or phone name) of the user.
Password Specify the password of the user.

Display name Specify the displayed user name.

All field parameters in this menu support up to 32 characters.

Note
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5.14.4.

SIP

This screen allows a user to change the SIP configurations including local port, SIP proxy server
address and port number, Registrar server address and port number, expiration time, SIP domain
name, and outgoing call subject. After making the setting changes, click OK then Save
Configuration and Reboot for the new settings to take effect.

Sisog |
EMS
SNMP Community Local Port: |[5060
SNMP Trap Target
| T —
;{‘::;"‘ Proxy Port: | [5060
M Regisirar Address: | [0
SIP
CODEC Registrar Port: |[5060 |
RTP
Tone Outhound Proxy Address: ||u—
FAX
STUN Outhound Proxy Port: | [5065
e sk Ewine: (5600
Call Features
i SIP Domain: ([0
Subjocts |[EaTT Tawiom
Supervisor Password
User Password _OK | Cancsl
L figuration It is recommended that the Expires field to be no less than 60 (seconds).
Configuration
Save Configuration
Eebuot | |
& = [ [ Tntemet
Figure 36 VOIP SIP Configuration Window
Item Description
Local Port Specify the port number of the SIP stack. 5060 is the default port number.
Proxy Address Specify the IP address of SIP proxy server.
Proxy Port Specify the port number of SIP proxy server.
Registrar Address Specify the IP address of Registrar server. Registrar server is often the
same as SIP proxy server.
Registrar Port Specify the port number of Registrar server.
Outbound Proxy  Specify the IP address of the SIP outbound proxy server.
Address
Outbound Proxy  Specify the port number of the SIP outbound proxy server.
Port
Expires Specify the period (in seconds) that the VOIP gateway device sends
registration message to Registrar server. This is to help check the
connection status in case the VOIP Gateway is accidentally disconnected
from the Registrar server.
SIP Domain Specify the name of the domain which the service provider has assigned
the VOIP gateway device to.
Subject Specify the content of the subject header in outgoing INVITE message.
This is used to indicate the title of the call.
Tote: If your VoIP network infrastructure uses session border controllers to
A handle NAT/firewall traversal, ensure that both the STUN Server Address
and NAT Address parameters are set to 0.
Note

1o set these parameters, please refer to section 5.14.9.
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5.14.5.

CODEC

This screen allows a user to set CODEC configurations including Codec Rate, Preferred Codec,
and VAD. After making the setting changes, click OK then Save Configuration and Reboot for
the new settings to take effect.

Digit Map

Swupervisor Password
User Password

Upgrade

Firnmware

Configuration
Configuration
Save Comfiguration

Load Default Settings

Syslog af
EMS
SNMP Community Codec Rate: | |20
SMMP Trap Target
o
Protocel Preferred Codec: CILARCHLL)
MGCP @ gr294
User C gr231

VAD: | " Enable ' Disable

_OK | Cancel

|
@ - Y
Figure 37 VOIP Codec Configuration Window
Item ‘ Description
CODEC Rate “CODEC rate” specifies the packetization time (in milliseconds). This

value is from 10 to 30

Preferred CODEC  Specify the preferred method of voice compression.

® G.711A and G.711U: 40Kbps
®  G729A: 24Kbps

® (.723.1: 12Kbps

Voice Activity Detection feature.

®  Enable: Send packets only when the user is speaking. This will save
the bandwidth but cause some time delay.

®  Disabled: Send packets whether the user is speaking or not. This
will improve the voice quality but increase traffic load.
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5.14.6.

RTP

This screen allows a user to set RTP port number. After making the setting changes, click OK
then Save Configuration and Reboot for the new settings to take effect.

Digit Map
Supervisor Password
User Password

Firnoware

Configuration
Configuration

Save Configuration
Load Defauli Seitings

Rehoot

VoIP RTP

RTP Port: | 13456
OK | Cancel

&] Done
Figure 38

[ [ Tntemnet
VOIP RTP Configuration Window

Item

‘ Description

RTP port

Specify the number of the RTP port through which packets will be sent to
the local VOIP gateway device and the far end device.
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5.14.7.

Tone

This screen allows a user to set the tone configurations including Rx gain, Tx gain, ringing tone,
dial tone, busy tone, ring back tone and call waiting tone. After making these setting changes,
click OK then Save Configuration and Reboot for the new settings to take effect.

Syslo; af

2yslog
EMs

SNMP Community ‘ Cowmiry ‘ I_NORTH EMERICE =
SNMP Trap Target lones:
e —
Protocol B):
MGCP Tx Gain | p—————————
User (B):
SIP
CODEC . 20004000
Ring: | 200040
RTP <ontime offiime>
Toné
FAX Dial | [L0D00.0.350. 440
STUN Tone: | <outimeofftime freql freq2>
‘Speed Dial
Addrecaquannk Busy | [500.500.480.620
Call Features Tone: | contimel offtime] »[ontime2 offtime2 |<freql freq2>
Digit Map
Ringbock | [Z000. 2000, 440 480
: 5 5 5 "

Swpervisor Password Tone: | <oniimel offtimel > [ortime2 offtime2 |<freq] freq2>
User Password

Upgrade wﬂf}_:’; [300. 10000, 4400
Firnnware Tone: | <omtimel offtimel >[ontime2 offtime2 |fontimes o fftime3 J<freq] frey2>
Configuration
Configuration
Save Configuration
Load Default Settings
Rehoot g

|&) Done [ | | Internet

Figure 39 VOIP Tone Configuration Window

Item Description
Country Tones Choose Hong Kong tone or customer specified tone. When choosing
Hong Kong tone, only Rx/ Tx gain can be configured.
Rx Gain Adjust the receiving audio gain to be higher or lower
Tx Gain Adjust the transmitting audio gain to be higher or lower
Ring Set the ringing cadence (in milliseconds).

<ontime, offtime>
Dial Tone Set the dial tone pattern

<ontime, offtime (in milliseconds), freql, freq2 (in Hz)>
Busy Tone Set the busy tone pattern

<ontime, offtime (in milliseconds), freql, freq2 (in Hz)>
Ring Back Tone Set the ring back tone pattern

<ontime, offtime (in milliseconds), freql, freq2 (in Hz)>

Call Waiting Tone Set the call waiting tone pattern
<ontime, offtime (in milliseconds), freql, freq2 (in Hz)>
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5.14.8. FAX

This screen allows a user to set the port number for sending/receiving T.38 packets. T.38
protocol supports a data retransmit mechanism in case of any corrupted or missing FAX data
during transmission. After making the setting changes, click OK then Save Configuration and
Reboot for the new settings to take effect.

El

EMS VoIP FAX
EMS
SNMP Communii T38Fax: | " Enable @ Disahle

SNMP Trap Target

VoIP T38 Port: | 49170
Proiocol
MI(‘;C;“ OK | Cancel

User

Bl
CODEC

If?i

|

|£

Configuration
Configuration

Save Configuration
Load Defauli Settings

Rehoot

&1 Done [T [ Tatermet
Figure 40 VOIP Fax Configuration Window

Item ‘ Description

T.38 port Specify the T.38 port number for sending/receiving T.38 packets
(Port’s range of values is 0 ~ 65535)
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5.14.9.

Simple Traversal of UDP through NAT (STUN)

Our gateway device complies with Simple Traversal of User Datagram Protocol (UDP) Through
Network Address Translation (STUN), and allows application to discover the presence and the
types of NATs and firewalls between itself and the public Internet. It also provides the ability for
applications to determine the public IP address allocated to them by the NAT. Thus, the gateway
device can be located behind the firewall and can make/accept calls to/from the other parties
located outside of the firewall.

This screen allows a user to set NAT address, STUN server address, STUN server port, local port

and expiration time.

Digit Map

Swupervisor Password
User Password

Upgrade

Firnmware

Load Default Settings

Rehoot

Syslog ;I
L VoIP STUN
EMs

NAT Address: [0
Stun Server Address: |[stun_azatel com
Stun Server Port: |[3478
Local Port: ||m
Bypires: |[60
ﬂl Cancel

|&] Done

[T (o Taternet

Figure 41 VOIP STUN Configuration Window

Item

Description

NAT Address

STUN Server
Address

STUN Server Port
Local Port

Expires

Specify a static IP address for the VOIP gateway, if it is installed behind an
NAT. The IP address is the WAN side IP address from the NAT device.

Specify the IP address of STUN server.

Specify the port number of STUN server
Specify the local port number of STUN client

Specify the period (in seconds) that the VOIP Gateway sends STUN
message to STUN server. This is to help check the connection status in
case the VOIP Gateway is accidentally disconnected from STUN server.

Pt User can dynamically set the IP address for VOIP using STUN. Please set the
! NAT address to 0 if STUN method is used. Vice versa, if NAT address is used,
set the STUN Server Address to 0.

Note

If your VoIP network infrastructure uses session border controllers to handle
NAT/firewall traversal, ensure that both the STUN Server Address and NAT
Address parameters are set to 0.
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5.14.10.

Speed Dial

The speed dial menu is used to set up a list of telephone numbers and VOIP addresses for the
parties user call frequently. In this list, user can assign a shorter number to the called party
instead of original phone numbers or addresses. This method helps make the dialing faster and

more convenient.

Syslog
EMS
EMS

Configuration
Configuration

Save Configuration
Load Defauli Settings

Rehoot

VoIP Speed Dial

Number:|

Destination:|

| Add/Modity | Delete | Refresh |

Speed Dial Table

No. Number Destination

1 123 20001111 @16543.11137

@] Done
Figure 42

[T [ Tatemnet
VOIP Speed Dial Configuration Window

Item

‘ Description

Number

Destination

Add/Modify
Delete

Refresh

Specify the abbreviated number of the called party.
Enter the VOIP address (or PSTN number) of the called party.

(Example: 90001111@165.43.111.37, 90002222@134.49.153.45:5061, or
jack@somewhere.com)

Add or modify the telephone number and VOIP address of the called party.

Delete an existing telephone number and VOIP address of the called party
from the Speed Dial Table.

Pressing this button will show changes made to the list.
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5.14.11. VOIP Address Book

The function of the VOIP gateway device’s Address Book is similar to that of the Speed Dial
entries, and allow the users to enter the unabbreviated VOIP numbers of called parties.

Syslog
EMS VoIP Address Book
EMS
SNMP Community Number:
SNMP Trap Target it =
Destination:

Protocol Add/Modify | Delete | Refresh |

User Address Book Tahle
SIP

CODEC [ 1. [ Nurmber | Destination |

Digit Map

Swupervisor Password
User Password

Upgrade

Firnmware

Configuration
Configuration

Save Comfiguration
Load Default Seitings

Rehoot

& [T [ [ tntemmet
Figure 43 VOIP Address Book Window

Item ‘ Description
Number Specify the unabbreviated number of the called party.
Destination Enter the VOIP address (or PSTN number) of the called party

(Example: 90001111@165.43.111.37, 90002222@134.49.153.45:5061, or
jack@somewhere.com)

Add/Modify Add or modify the telephone number and VOIP address of the called party.

Delete Delete an existing telephone number and VOIP address of the called party
from the Speed Dial Table.

Refresh Pressing this button will show changes made to the list.
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5.14.12. Call Features

The AzaCall200 gateway device supports several call features. Before getting into the
configuration procedures, the handshaking protocol steps of these call features are illustrated
using the figures below:

Call features can be handled by the AzaCall200 in two ways: Keypad sequence (ex: Flash, #25)
or with a hook flash sequence, similar to many traditional PSTN services such as 3-way calling,
and call waiting.

To enable the use of hook flash for call feature use, please log in to the CLI as supervisor and
enter the following commands:

To enable the use of hook flash sequences to call features:

debug config active set voip_callfeature_enable 0
debug config flash set voip_callfeature_enable 0
save

reboot

To enable the use of keypad sequences for call features:

debug config active set voip_callfeature_enable 1
debug config flash set voip_callfeature_enable 1
save

reboot
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5.14.12.1. Handshaking Protocol Steps

1.  Call Hold:
Caller could use hook flash key to hold the call.
A Proxy- B-

1.4 makesacall to B ¢

2.4 presses hook- INVITE« ol
flash to hold B, + 5:\'=IN' o4 0_0_0_6 )
INVITE~
=0T IP4 0.0.0.04
200 QK+
=TT TP4 0.0.0.04¢
200 OK«
=TI IP4 0.0.0.04

ACK.

3.4 presses hook- INVITE«
flash again to - >
retrieve this call+ IR addes INVITE+«
=T TP+ addrd|
200 OE«
=01 IP4 addrB«
200 OK-+
=D IP4 addrBe

ACEs

Y

Figure 44 Call Hold Diagram

»  Event 1: A makes a call to B and communication is established

»  Event 2: A presses hook flash to hold the communication with B (there is no media
stream between A and B at this time). A hears a second dial tone while B hears
nothing.

»  Event 3: A presses hook flash again to retrieve the call with B.

In this product version, the Call Hold feature is always enabled.

Note
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2. Call Waiting:
If caller is talking with one party and another call comes in, a user can use the hook flash
button to switch to either party.

A Proxy: B: C

2-way audio media+’

1.C makes a call INVITE«
to B o= IP4 addrC 4

F 3

INVITE:
N4 g
| 130 Ringing:

2B hears call
waiting tone. © e
hears ring back toge. 1gIng: .
I B - INVITE~
. B presses . .
hookflash ta c=INIP4 0.0.0.0}

hold A and then (gD VLLE*
answers s =[P4 0.0.0.0

call &
200 0K«
=0 P4 0.0.0.0}

200 0K«

=T P4 0.0.0.04
ACKo
| ACKe

| 200 0K
=D P4 addrBe

200 0K«

h

=N P4 addiB-
ACKx

"
had

ACK«

L

2-way audiP media+'
|

Figure 45 Call Waiting Diagram

»  Event 1: Cmakes a call to B, while A and B are in the middle of a conversation.
»  Event2: B hears call waiting tone and C hears ring back tone.
»  Event 3: B presses hook-flash to hold A and then answers C's call.

1. The party initiating call waiting can use hook flash button to switch
between two other parties.

2. While call waiting is in progress, but the call waiting originator hangs
up, calls with both parties will be terminated.

3. If B initiates call waiting with A and switches to C, then when C hangs
up, B will hear a busy tone and needs to press hook flash button
again to switch back to A.
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3.  Call Forwarding
a. Call Forwarding Always
Incoming calls may always be forwarded to another designated party, and call
forwarding founder can hear the notified rings.

A Proxy- B- s
1. 4 make call
L INVITE« =1
INVITE-
2. E responds|302, 302 DMoved Temporarily+
which indicates T Contact e
the formarding
destination C*" 302 Moved Temporarily+
2 Contact: Cv
3. A make call -
Hoa INVITE« .
automatically
INVITE«
INMVITE«
180 Ringing+

Figure 46 Call Forwarding Always Diagram

» Event 1: A makes a call to B

»  Event 2: B responds that it is temporarily unavailable, and also returns a forwarding
destination C.

»  Event 3: A is automatically forwarded to C instead.

The events described above occur at the signaling level with user at A
unaware of them taking place. The call will be forwarded to C as if a direct
call has been placed to C.

Note

b. Call Forwarding Busy:
Incoming calls can be forwarded to another designated party if the phone of the called

party is busy.
A Proxy- B- .
1. & make cal
S INVITE: _
INVITE-
2. B responds|30Z, 300 Multiple Jhoices«
iwhich indicatps " Contact: Cv

, the foraardin A i
destination C 300 NMultiplel Choices+

Contact: T+

134 make cal
(o2
| automaticallyd

INVITE+

INVITE«

INVITE«

180 Ringing:

Figure 47 Call Forwarding Busy Diagram
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Molke:

Note

C.

1. 4 make
call to B +

2.4 hears
ring back
tone. B is

Event 1: A makes a call to B

Event 2: B responds 300, indicating B is in busy status and the new forwarding

destination is now C.

Event 3: A is automatically forwarded to C instead.

The events described above occur at the signaling level with user at A
unaware of them taking place. The call will be forwarded to C as if a direct

call has been placed to C.

Call Forwarding No-Answer:

Incoming calls can be forwarded to another designated party when there is no

response from the original called party.
A Proxy-
INVITE+
INVITE«
180 Ringing:

180 Ringing:

B

.

300 DMultiple (]

ol

hoices+

T Contact: Ce

Timeouts

Call Forwarding No Answer Diagram

Event 2: A can hears a ring back tone while B is ringing.

Event 3: After a set number of rings (configurable by the user) with no one picking
up the phone, B will respond 300 back to A, indicating there is no answer and A needs

Event 4: A is automatically forwarded to C instead.

The events described above occur at the signaling level with user at A
unaware of them taking place. The call will be forwarded to C as if a direct

In the 3 examples above, when C hangs up on A, A will be disconnected
and will hear a bust tone. But if C does not exist, A will hear the vacant

3. A_ﬁer #
of = B |, 300 Multiple Thoices+
;ESDI:D T Contact: Ce
4. & make AL
call to
automaticallye
Figure 48
» Event 1: A makes a call to B,
>
>
to contact C instead.
>
Fiode
call has been placed to C.
Note
Molke:
tone.
Note
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10. Call Transfer
a.  Call Transfer without consultation (Blind transfer)
Incoming call can be transferred to a third party without that third party being
informed of the incoming call first prior to the transfer.

Froxp server iz ignored:
A E C
1. & Eare _;-:l.;;_m_ld]_'_nm__adl_'_a i
cobmeers gtion., O [T TTTTTTTTTT
INVITE+
c=IM IP40.001]+
2. 8 presses flach to
held Bandwin |, 200 OE+
hear sec dial tone -"QFIN IRENIInE
and dial [D5
romnber end with ACE+ =
REFER+ _ <
Fefer-to: O+ T
Referred-byr: &y
202 Acceptedy
3. Baccepts REFER. (b 3 Transfer notify Period
and sends TITVITE ACE+ INVITE
b transferring target. o o >
e Referred by &%
180 Ringing | * Elhesrs tins back
ot tome. iz ringine.
200 OE+
T
ACE+ s
— [ 2-way audio media
— . NOTIFY+ <
. Brnotifies - -
successinl resalt. A0
A hears tnasy tome . 200 QK+
— e
BYE+ L
200 OE+
o)
ACE+

Figure 49 Blind Transfer

»  Event 1: A and B are in communication

»  Event2: A presses hook flash button to put B on hold; A hears a second dial tone
then dials C's number and ends by pressing the asterisk (*) sign.

»  Event 3: B accepts the REFER message from A and sends INVITE message to
transferring target C (this means B will now call C).

»  Event 4: B will hear the ring back tone and C will be ringing.

»  Event5: When call between B and C is established, B will send NOTIFY message to
inform A, then A will hear confirmation tone.

o Please remember to press the asterisk (*) key after dialing the numbers of
the forwarding destination during a blind call transfer.

Note
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b.  Call Transfer with consultation (3 Way Call Conference)
Using call transfer with consultation, three parties can talk to each other at the same

time.
C Conference
2 INVITE 200§ ACEK
I e
| ey sudiomedia
. IN¥ITEcheld) 200 ACK
1. & presses flach o hear) INVITE ! 200 JACK Al
sec dial tone and dial C [ i
imnber ard erud withid?

IMYITEChold) 5200 § &CE
a4 press hook flash to |
indtialimes call covferarcd

¥

INWVITE [ 200 § ACK

&

 REFERJ202 %
FEFER.S20Z
IMVITE 500 5 ACE

Transfer notify ] INVITE [ 200 f ACE
Timeout Period ™ -

""""""""""" T why andic media ||

| | HOTIFY 200
NOTIFY 200
BYEROO

A A
¥y

Figure 50 3 Way Call Conference Diagram

»  Event 1: When A and B are in communication, A puts B on hold then dials C's
number, plus the pound key (#).

»  Event2: After A and C are in communication, press hook flash button again to
initiate the 3 way call conference.

Please remember to press the asterisk (*) key after dialing the numbers of
the forwarding destination for the call transfer with consultation.

In the examples above, when C hangs up on A, A will be disconnected and
will hear a bust tone. But if C does not exist, A will hear the vacant tone.
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5.14.12.2. Feature Configuration Steps

Call features for VOIP gateway device include Call Waiting, Call Forwarding, etc. After making
the setting changes, click OK then Save Configuration and Reboot for the new settings to take

effect.
Call Feature Configuration

SNMP Community | PortIndex | [Portl =

SNMP Trap Target

IR Com o

Protocol . & o

MGCP e Soadon

% Wihout Consultation ‘ & on O Off Feature Code [* =] [24]

CODEC Call Transfer —= =

Al Witk Consuliation | & o O o | FERRF® Code 125 Transter Code [# =]

EIE [e1

Tone

FAX | General Feature Code | Disconnect Code [ # =] [88

STUN

Speed Dial ‘ © On Off

Address Book Always

(Fall Foatures Destination IU—

Digit Map ‘  on & off

s

Swpervisor Password Call Forward Destimation[0 |

User Password

Firmware No-Answer Destination

Configuration l“— Number of Rings |3_

Configuration DND(Do Noi Disturh) | " On & Off

Save Co | Calling Line ID Blocking ‘ © On ™ Off

Load Defauli Settings Anonymous Call Rejection ‘ © on @ O

Rehoot L OK =

= |
&) Dons [ 4 Intermst
Figure 51 VOIP Call Feature Configuration Window
Item Description
Port Index Indicate which of the 2 available user ports will have the selected features
applied to.

Call Hold Enable or disable the feature to place a call on hold.

Call Waiting Enable or Disable Call Waiting feature.

Call Transfer Enable or disable the Call Transfer with Consultation or Call Transfer

General Feature
Code

Call Forwarding

DND (Do Not
Disturb)

without Consultation features; specify the digits to dial on the keypad for
activation of these features.

A caller initiating a hook flash while in the middle of a 2-way conversation
can take an incoming call from, or transfer the current call to, a 3™ person.
As the caller does this, he may use the configured disconnect code to
disconnect the call with the party in the original 2-way conversation.

Enable or Disable Call forwarding feature. Three separate call forwarding

features may be enabled or disabled:

1. Call Forwarding Always forwards all incoming calls to designated
forwarding number.

2. Call Forwarding Busy forwards an incoming call when the called
number is busy.

3. Call Forwarding No-Answer forwards an incoming call after the called
number has rung the specified number of times without being
answered.

Enable or disable the Do Not Disturb feature.
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5.14.13.

Calling Line ID
Blocking Mode

Anonymous Call

Rejection

User can choose whether to send caller ID to the called party. User may
also enter the digits specified in this menu using the phone’s keypad to
enable or disable this function

When enabling this function, the called party sends a busy tone back to any
anonymous caller.

VOIP Digit Map

In contrast to the Digit Map feature for PSTN, the VOIP Digit Map feature allows VOIP calls
made with Leading Digits and Length of total dialed digits matching the rules specified to be
dialed out immediately. As an example, let’s say a service subscriber frequently calls another
group of people whose VOIP phone numbers have the leading digits of 224 and a total length of
4 (i.e. 2240 ~ 2249). By specifying in the VOIP Digit Map the leading digits of 224, and a
Length of 4 in the VOIP Digit Map menu, this would alert the VOIP gateway device as soon as
the subscriber dials 224. The gateway device then sends the call out immediately when the
subscriber finishes dialing the 4™ digit, rather than wait for a time out period to expire while
waiting for additional digits to be dialed.

Digit Map

Swupervisor Password
User Password

Upgrade

Firnmware

Configuration
Configuration

Save Comfiguration
Load Default Seitings

Rehoot

Digit Map Configuration

Leading Digits: Length: l_

[[Add | Modity | Delete |

Digit Map Rule

Length ———————
4 204
6 3oz

Leading Digits ——————————————————————————————————

[E==
Figure 52

[0 et
VOIP Call Digit Map Configuration Window

Item

Description

Leading Digits
Length

Add/Modify
Delete

Enter the prefix or leading digits of the telephone number(s) to be dialed.

Enter the total length of the telephone number. “0” means the length is not
fixed.

Add or modify user desired prefix and length of the telephone number.

Delete an existing prefix and length of the telephone number from the Digit
Map Table
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5.15. Password Configuration

5.15.1. Supervisor Password

The password will be used for authentication. It is recommended the password be changed
periodically for security reasons.

Syslog ;I

EMS Supervisor Password
EMS e - a——————
SNMP Communi 014 Password:

SNMP Trap Target

VoIP New Password:
Proiocol
MCCP Confirm Password:

User ‘

|

|

This setting takes affect immediately.
Please SAVE to take effects on next power up

il Cancel

il
CODEC
RIFP

Tone
FAX
STUN
eed Dial
Address Book
Call Features
igit
Spervisor Password

User Password

Upgrade

T

:

Load Defauli Seitings

Reboot

| &) Dons [ | |4 Intemst

Figure 53 Supervisor Password Window

Item Description

Old Password Enter the predefined password.

New Password Enter the new password.

Confirm Password Re-enter the new password in this field to ensure it is correct.

A password may be up to 32 alphanumeric characters in length.

Note
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5.15.2.

The password will be used for authentication. It is recommended that user reset the password

User Password

periodically for security purposes.

Syslo;
EMS

IE

EMS
SNMP Communiy
SNMP Trap Target

VoIP

|

|£

Proiocol
MGCP
User
SIP
CODEC

Digii Map
Supervisor Password
ser Password

Firnovare

Configuration
Configuration

Save Configuration
Load Defauli Settings

Rehoot

El

User Password

‘ Old Passwond:

—

New Password:

——

Confirm Password:

—

This setting takes effect immediately.
Please SAVE to take effects on next power up

il Cancel

&
Figure 54

User Password Window

[T [ Tntemet

Item

Description

Old Password

New Password

Enter the predefined password.

Enter the new password.

Confirm Password Re-enter the new password in this field to ensure it is correct.

A password may be up to 32 alphanumeric characters in length.
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5.16. Upgrade

5.16.1. Firmware

This feature allows users to upgrade the firmware on the VOIP Gateway from web interface. The
firmware on the VOIP Gateway is stored in the FLASH ROM. To upgrade the firmware, users
need to download the new firmware to their local computer first then click Browse to locate the
new firmware on computer. Click Upgrade to complete this process.

L =
EMS

SNMP Communis Current Yersion: V1.5.3_test2

SNMP Trap Target
New Firnnvare: Browse...
VoIP —I
Protocel Upgrade

MGCP
User
SIP
CODEC

{Iﬁ’

|£

Upgrade
Firmvare
Ca uration

Configuration
Save Configuration
Load Default Seitings

Rehoot

@] Done [ [ (@ Takmet

Figure 55 Firmware Upgrade Window

1. Please be sure that the extensional filename of firmware is “.cpr”.

2. Thereis no need to establish a TFTP server for upgrading.

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway



64

5.16.2.  Configuration

The upgrade process is the same as firmware upgrade but here the configuration file name needs
to be entered.

Syslog
EMS Configuration Upgrade
. New
SDIRE Commur Configuration: _Browse, |

»NME Trap larget
Awply |

Digit Map
Supervisor Password
User Password

Load Defauli Seitings

Rehoot

&) Done [ [ Tntemet

Figure 56 Configuration Upgrade Window

3. Please be sure that the extensional filename of firmware is “.cfg”.

4. There is no need to establish a TFTP server for upgrading.
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5.17.

5.17.1.

View

View Configuration

The gateway device’s configuration file specifies how the gateway device is configured. It also
tells the user such information as the version number of the boot code and firmware which are

currently running in the gateway device. This information is useful when determining whether
an upgrade of the gateway device’s firmware from, say, a Service Provider’s Auto-Provisioning

Server, is necessary.

[~ |

Iffi

EMS
EMS
SNMP Communi
SMMP Trap Target
YolIP

|

|£

Protocel
MGCP
User
SIP
CODEC
RIP
Tone

FAX
STOUN
eed Di:
Address Book
Call Features
igit

E

IE

Password

Upgrade

Configuration

Confizuration
Save Configuration
Load Default Settings

Rehboot

View Configuration

abconfig.cfy Click right button of mouse to save |

i)

01 4 Totemet

Figure 57 View Configuration Window
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5.18.

5.18.1.

5.18.2.

Save

Save Configuration

Whenever users make changes to the configuration, users need to save the new configuration
data and then restart this device to have the new settings take effect. Once the user clicks on the
“Save” button from the window below, the new configuration data is automatically written into
the FLASH memory and the system will be refreshed with new data on users next reboot (refer
to the section below under “Reboot™).

El

EMS Save Configuration to Flash
EMS
SNMP Communii @ Configuration File (' Address Book ¢ Both

SNMP Trap Target
VoIP ‘

If?i

|

Save current settings to flash.
System will take 5 seconds to save settings.

|£

Proiocol
MGCP ‘ Save
User
SIP
CODEC
RTP
Tone
FAX
STUN
eed Dial

Address Book
Call Features

igit

T

IE

Password

Supervisor Password
User Password

Upgrade

Firnmware

Configuration
Configuration
Load Defauli Seitings

Rehoot

&t [0 I et
Figure 58 Window Showing Configuration Save to Flash

Load Default Settings

Click on the “Load” button if the user would like to restore all default settings of the gateway
device. Restart the device for the new settings to take effect. See the next section “Reboot” for
more information.

Load Default Settings

& Default  Default and Keep Current Network Settings

L oad default settings.
Please REBOOT to take effect.

Load |

Figure 59 Load Default Settings Window
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5.19.

Reboot

Once user clicks on Reboot, the system will restart and be updated with new configuration data

stored in the flash.

Syslo =]
EMS

IE

EMS

SNMP Communi

SNMP Trap Target
VoIP

|

|£

Protocal
MGCP
User
SIP
CODEC
RIP
Tone

Digit Map
Supervisor Password
User Password
Firnmware
Configuration
Configuration

Save Comfiguration
Load Defauli Settings

o0i

It will take 20 seconds to reboot and startup.
‘ Rehoot

&0
Figure 60 Reboot Window

[T [ Tateraet
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Chapter 6.

Configuration Using Command Line
Interface

This chapter explains how to configure and manage the Azatel gateway device using the
Command Line Interface (CLI). When compared to the Web Interface described in Chapter 4,
CLI provides more expert-like commands to help users configure, maintain, and perform other
administrative / diagnostic tasks in the system. User may either use console port, which is built-
in, or remote telnet to access the Command Line Interface. The command line interface supports
the following four types of commands:

Category Command
Administration Exit, Reboot, Save, and Version
Configuration DSCP, EMS, LAN, Mode, NAPT, NTP, PPPoE, Provision, Provisioning,
PSTN, QoS, Syslog, VOIP, and WAN.
Maintenance Backup, Dload, flashfs, Loaddefault, and Passwd
Monitor Debug
6.1. Log into Command Line Interface

There are two ways to log into CLI, one is via console port and the other is via telnet, please refer
to sections below for details.

6.1.1. Console Port

Please follow the steps below to log into command line interface:

1.  Prepare a terminal simulation program on management host. We have chosen Hyper-
Terminal in this guide for demonstration purposes.

2.  Loosen and remove the screws from the chassis of the gateway device then open the top

cover.

3.  Follow the figure below and plug in the designated console conversion cable to the
appropriate pin connector on the circuit board.

Administrator Guide — AzaCall200 VOIP Multi-Protocol Gateway




69

Figure 61 Console Port Cable Diagram

4.  Enable terminal simulation program, such as Hyper Terminal, then fill in required
parameters. Click OK to establish connection to the gateway device.

Port Settings |

Bits per zecond:

[rata bits: IB j

Farity: I Mone j

Stop bits: I 1 j

Flows control: INnne j

Restore Defaults |

(] I Cancel | F )1 |

Figure 62 Hyper Terminal Parameters

5.  Enter the correct username (supervisor) and password (12345) to enter the main CLI
screen.
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Login: supervisor
Password: s=x=xxx

172.25.25.1> 7

Commands are:

backup debug dload dscp ems

exit flashfs lan loaddefaul t maccloning
mode napt ntp passwd pppoe
provision provisioning pstn qos reboot
save syslog version voip wan

return to previous directory

172.25.25.1> _

Figure 63 Command Line Interface Screen

6.1.2. Remote Telnet

1.  Configure the management PC’s IP address to the same network segment as gateway
device’s. (Refer to the section on “Configuring via Web Browser” for additional
information on IP configuration)

2.  Plug the Ethernet cable into the gateway device’s ENET or WAN port, and ping the
gateway device from PC to confirm layer 3 connection is established.

3.  Execute Telnet program and enter correct username and password, the main CLI screen
will be displayed.

6.2. Command Introduction

6.2.1. “Tip” Command

Command Description
help Show whole directories
? Show the description of commands
home Back to root directory

/ Back to root directory

Back to upper level directory
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6.2.2. Commonly Used Commands
Command Description
backup config Backup configuration via TFTP
backup image Backup image via TFTP
exit Exit the CLI and return to the CLI login prompt
loaddefault Load default configuration
mode Specify the mode of operation
passwd Change password
reboot Reboots the system
save Save configuration
version Show hardware and software version
voip VOIP configurations
wan Specify the method of WAN access or the IP of WAN when static IP is
preferred.
6.2.3. Administration Commands

This section introduces commands that serve administration purposes.
H  Exit

»  Description:
Exit the CLI and return to the CLI login prompt.
NOTE: iflogged on through a telnet session, the telnet session will be terminated.

»  Syntax
exit

B Reboot

>  Description
Reboot the system.
NOTE: iflogged on through a telnet session, the telnet session will be terminated.

»  Syntax
exit

B Save

>  Description
Save configuration

»  Syntax
save

B Version

»  Description
Show board ID, MAC address, software version, Ul version, and build date.

»  Syntax
version
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6.2.4. Configuration Commands
This section introduces commands used for configuration purposes.
H DSCP
»  Description:
Specify the QoS mode for PC’s traffic entering the gateway device through the LAN
interface; this means that the gateway device can keep (Trusted Mode) or remove
(Un-Trusted Mode) the DSCP setting by a LAN user before forwarding the packets
out of the WAN port.
»  Syntax
dscp <1]2>  (1: Trusted Mode 2: Un-Trusted Mode)
» Example
dscp 1
H EMS
1.  Expires

>  Description
Specify the period (in seconds) of sending IP information message to EMS server.

»  Syntax
ems expires <time>

»  Example
ems expires 3600
4.  Server address

»  Description
Specify the address of the EMS server

»  Syntax
ems server address <addr>

>  Example
ems server address 172.25.25.100

ems server address ems.ambit.com.tw

ems server address 0 --- do not use EMS server

5. Server port

»  Description
Specify the port of the EMS server

»  Syntax
ems server port <port number>

>  Example
ems server port 514
6. SNMP comm.

»  Description

Specify SNMP Trap/GET/SET community setting.
»  Syntax

ems snmp comm <trap|get|set> <community name>
»  Example

ems snmp comm set private
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LAN

10.

11.

SNMP target
»  Description
Specify SNMP trap target address.
»  Syntax
ems snmp target <1|2|3|4> <ip_addr> <port 0 ~ 65535>

>  Example:
ems snmp target 1 172.25.25.1 161
SNMP trap

»>  Description
Specify if SNMP trap should be sent.

»  Syntax
ems snmp trap <0|1> (0: disable traps, 1: enable traps)
»  Example:

ems snmp trap 1

P
»  Description

Specify LAN IP address
»  Syntax

lan ip <ip_addr>
» Example:

lanip 172.25.25.1
Mask
>  Description

Specify LAN subnet mask
»  Syntax

lan mask <mask>
»  Example:

lan mask 255.255.255.0
Gateway

>  Description
Specify LAN default gateway

»  Syntax

lan gateway <ip_address>
>  Example:

lan gateway 172.25.25.254
DNSI1

>  Description
Specify LAN primary domain name server

»  Syntax
lan dns1 <ip_address>

>  Example:
lan dns1 168.95.1.1
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12. DNS2

>  Description
Specify LAN secondary domain name server.

»  Syntax
lan dns2 <ip_address>

>  Example:
lan dns2 168.95.192.1

13. DHCP Server mode

>  Description
Set LAN DHCP server to auto or manual mode. Used only when DHCP server is
enabled.

»  Syntax
lan dhepserver mode <auto/manual>

»  Example:
lan dhcpserver mode auto
14. DHCP Server DNS

»  Description
Set the DNS IPs for the LAN DHCP server.

»  Syntax
lan dhcoserver dns <DNS IP 1> [<DNS IP 2> <DNS IP 3>]
»  Example:

lan dhcpserver dns 192.168.1.10 192.168.11.10

15. DHCP Server domain

>  Description
Set the DNS IPs for the LAN DHCP server. Used only when DHCP server is set to
"auto" mode.

>  Syntax
lan dhcpserver domain <Domain name>
lan dhcpserver domain /clear

»  Example:
lan dhcpserver domain abe.com
lan dhepserver domain /clear
16. DHCP Server enable

>  Description
Enable/disable LAN DHCP server

»  Syntax
lan dhepserver enable <0|1> (1: Enable, 0: Disable)
>  Example:

lan dhcpserver enable 0

17. DHCP Server lease time

»  Description
Set the default lease time for LAN DHCP server. Used only when DHCP server is set
to "auto" mode

»  Syntax
lan dhcpserver leasetime <lease time in seconds>

»  Example:
lan dhcpserver leasetime 86400
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Mode

NAPT

18.

19.

20.

DHCP Server pool

>

Description
Set the IP address pool for LAN DHCP server. Used only when DHCP server is set to
"auto" mode.

>  Syntax
lan dhcpserver pool <Start [P> <End IP>
>  Example
lan dhepserver pool 192.168.1.2 192.168.1.10
DHCP Server status
>  Description
Show DHCP server status
»  Syntax
lan dhcpserver status
»  Example
lan dhcpserver status
>  Description:
Specify the mode of operation.
»  Syntax:
mode <0|]1>  ( 0: Bridge Mode, 1: Gateway Mode )
>  Example
mode 0
Add
»  Description
Add NAPT rule
»  Syntax
napt add basic <publicip> <privateip>
napt add filtering <publicip> <privateip>
napt add napt <publicip> <privatenetid> <privatemask>
napt add port forwarding <forwarding protocol> <forwardip> <forwardport>
<serviceip> [serviceport]
>  Example
napt add basic 192.168.100.10 192.168.2.24
napt add filtering 192.168.100.10 192.168.2.24
napt add napt 192.168.100.2 192.168.2.0 255.255.255.0
napt add port forwarding tcp 192.168.2.24 80 192.168.100.50 120
Clear
>  Description
Clear NAPT rule
»  Syntax
napt clear <rule>
»  Example

napt clear basic 192.168.100.10 192.168.2.24
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21. DMZ

»  Description
Set the IP address pool for LAN DHCP server. Used only when DHCP server is set to
"auto" mode.
>  Syntax
napt dmz <0|1>  ( 0: Turn DMZ option off, 1 : Turn DMZ option on)
napt dmz <ip_address>

>  Example
napt dmz 192.168.1.2
napt dmz 0
22. Show
>  Description
Show NAPT table
»  Syntax
napt show
»  Example
napt show
HE NTP
1. Expires

»  Description
Specify the period (in seconds) of retrieving time from NTP server.

»  Syntax
ntp expires <time>
»  Example
ntp expires 86400
2. Server address

>  Description
Specify the address of the ntp server

»  Syntax
ntp server address <addr>

>  Example
ntp address 192.5.41.40

ntp address tick.usno.navy.mil
ntp address 0 --- do not use ntp server

3. Sync

>  Description
Synchronize local time with ntp server.

»  Syntax
ntp sync
>  Example
ntp sync

4.  Time Zone
»  Description
Specify the time zone.
»  Syntax
ntp timezone <diff hour>
»  Example
ntp timezone +8
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B PPPoE

1. Username

>

>

>

Description
pppoe password.
Syntax

pppoe username

Example
pppoe username

2. Password

>

>

>

Description

Specify the password of PPPoE client.
Syntax

pppoe password

Example

pppoe password

B Provision (Central Provisioning)

1. Expires
»  Description
Specify the period (in seconds) of retrieving configuration from provisioning server.
>  Syntax
provision expires <time>
»  Example
provision expires 3600
2. Group
»  Description
Specify the group this device belongs to.
»  Syntax
provision group <group>
>  Example

provision group superuser
provision group japan
provision group 0 --- this device does not belong to any group

3. Server address

>

>

Description
Specify the address of the provisioning server.

Syntax
provisioning server address <address>

Example
provision address 192.168.100.100

provision address provision.ambit.com.tw

provision address 0 --- do not use provisioning server

4. Server port

>

>

Description

Specify the port of the provisioning server.
Syntax

provisioning server port <port>

Example
provision port 69
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B Provisioning (Remote Web Interface Management)

>  Description:
Enable or disable provisioning service from WAN port.

»>  Syntax:
provisioning <0|1> (0: Disable, 1: Enable)
>  Example

provisioning 0

E PSTN
1.  Digit map add
>  Description
Add an entry from the digit map of PSTN redialing.
»  Syntax
pstn digitmap add <prefix> <total length>
>  Example
pstn digitmap add 1 3
pstn digitmap add 0922 10
pstn digitmap add 002 0 --- total _length = 0 means the length is not fixed, that is,
neither 002x, 002xx, nor 002xxx will perform PSTN redialing.
2. Digit map delete
»  Description
Delete an entry from the digitmap of PSTN redialing.
»  Syntax
pstn digitmap delete <prefix>
>  Example
pstn digitmap delete 0922
3. Digit map show
»  Description
Show the digit map of PSTN redialing.
»  Syntax
pstn digitmap show
»  Example
pstn digitmap show
4. Switch Key
»  Description:
Specify the keys of switching from VOIP mode to PSTN mode.
»  Syntax:
pstn switchkey <keys>
>  Example
pstn switchkey 0000
B QoS

1. DSCP Media Get

»  Description

Get media DSCP value
»  Syntax

qos dscp media get

»  Example
qos dscp media get
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DSCP Media Set
>  Description

Set media DSCP value
»  Syntax

qos dscp media set <media DSCP number>
>  Example

gos dscp media set 160
DSCP Signal Get
>  Description

Get signal DSCP value
»  Syntax

qos dscp signal get
»  Example

qos dscp signal get
DSCP Signal Set
»  Description:

Set signal DSCP value
»  Syntax:

qos dscp signal set <signal DSCP number>
>  Example

qos dscp signal set 184
Qos Type Get
>  Description

Get QoS type
»  Syntax

qos qostype get
»  Example

qos qostype get
QoS Type Set
>  Description

Set Qos type
»  Syntax

qos qostype set <0 (disable) / 1 (DiffServ enable) / 2 (Tos enable)>
>  Example

qos qostype set 1
TOS Get
>  Description

Get TOS value
»  Syntax

qos tos get
»  Example

qos tos get
TOS Set
»  Description:

Set TOS value
»  Syntax:

qos tos set <tos_number>

>  Example
gos tos set 16
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9. VLAN Tag Add

>  Description
Add VLan tag to ingress frames on port.

»  Syntax
add <port O(LAN)|1(WAN)> <1 (enable)/0(disable)>
>  Example

qos vlantag add 0 1

10. VLAN Tag Set

>  Description
Set vlan tag enable/disable.

»  Syntax
enable <1(enable)/0(disable)>
»  Example

qos vlantag enable 1

11.  VLAN Tag Priority

>  Description
Specify 802.1p priority.

»  Syntax
priority <port 0(LAN)|1(WAN)> <priority>
»  Example

qos vlantag priority 0 3

12.  VLAN Tag Remove

>  Description
Remove Vlan tag from egress frames on port.

»  Syntax
remove <port 0(LAN)|1(WAN)> <1(enable)/0(disable)>
>  Example

qos vlantag remove 1 1

13.  Vlan Tag Replace

»  Description
Replace VLAN tag from ingress frames on port.

»  Syntax
replace <port O(LAN)|1(WAN)> <1(enable)/0(disable)>
»  Example

qos vlantag replace 0 1

14. VLAN Tag VLAN ID
>  Description

Specify vlan ID.
»  Syntax

vlanid <port O(LAN)|1(WAN)> <vlanid>
»  Example

qos vlantag vlanid 0 2
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Syslog

yoirp

Server Address
>  Description
Specify the address of the syslog server
»  Syntax
syslog server address <ip_address>
>  Example
syslog server address 192.168.100.100
syslog server address syslog.ambit.com.tw
syslog server address 0 --- do not use syslog server
Server Port
>  Description:
Specify the port of the syslog server
»>  Syntax:
syslog server port <port number>
>  Example

syslog server port 514

Call Feature Block Calling ID Enable

>

>

Description
Set Calling (outgoing) Line ID Blocking Enable/Disable.

Syntax
enable <portIndex> <Enable(1)|Disable(0)>

Example
callfeature blockclid enable 1 0

callfeature blockclid enable 2 1

Call Feature Disconnect Code

»  Description

Set feature code for this item.
»  Syntax

disconnect <code> --- code: <*[#><00~99>
>  Example

voip call feature disconnect code #88
Call Feature DND Enable
»  Description

Set DND(Do Not Disturb) Enable/Disable.
»  Syntax

enable <portIndex> <Enable(1)|Disable(0)>
»  Example

voip call feature dnd enable 1 0
voip call feature dnd enable 1 0

Call Feature Forward Always Enable

>

Description
Set Call-Forwarding-Always Enable/Disable.
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»  Syntax
voip callfeature forward always enable <portIndex> <Enable (1)|Disable (0)>

»  Example
voip callfeature forwardalways enable 2 1

5. Call Feature Forward Always Number

»  Description
Set Call-Forwarding-Always Forwarding Number.

»  Syntax
voip callfeature forward always number <portIndex> <number>

»  Example
voip callfeature forwardalways number 1 1234

voip callfeature forwardalways number 2 5678

6.  Call Feature Forward Busy Enable

>  Description
Set Call-Forwarding-Busy Enable/Disable.

»  Syntax
voip callfeature forward busy enable <portIndex> <Enable(1)|Disable(0)>

»  Example
voip callfeature forwardbusy enable 1 0

voip callfeature forwardbusy enable 2 1

7. Call Feature Forward Busy Number

>  Description
Set Call-Forwarding-Busy Forwarding Number.

»  Syntax
voip callfeature forwardbusy number <portIndex> <number>

»  Example
voip callfeature forwardbusy number 1 1234

voip callfeature forwardbusy number 2 5678

8. Call Feature Forward No Answer Enable

>  Description
Set Call-Forwarding No-Answer Enable/Disable.

»  Syntax
voip callfeature forwardnoans enable <portIndex> <Enable(1)|Disable(0)>

»  Example
voip callfeature forwardnoans enable 1 0

9. Call Feature Forward No Answer Number

»  Description
Set Call-Forwarding No-Answer Forwarding Number.

>  Syntax
voip callfeature forwardnoans number <portIlndex> <number>

>  Example
voip callfeature forwardnoans number 1 1234

voip callfeature forwardnoans number 2 5678
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10.

11.

12.

13.

14.

15.

Call feature Forward No Answer Ring Number

>

>

Description
Set Call-Forwarding-No Answer Forwarding number of notification rings.

Syntax
voip callfeature forwardnoans ringnumber <portIndex> <number>

Example
voip callfeature forwardnoans ringnumber 1 3

voip callfeature forwardnoans ringnumber 2 6

Call feature Hold Enable

>

>

Description
Set Call Hold Enable/Disable.

Syntax
enable <portIndex> <Enable(1)|Disable(0)>

Example
voip callfeature hold enable 1 0

voip callfeature hold enable 2 1

Call feature Reject Private (Anonymous Call) Enable

>

>

Description
Set Anonymous Call (incoming) Rejection Enable/Disable.

Syntax
enable <portIndex> <Enable(1)|Disable(0)>

Example
voip callfeature rejprivate enable 1 0

voip callfeature rejprivate enable 2 1

Call feature Transfer transfer code / with _code / without _code

>

>

Description
Set feature code for this item.

Syntax
<command> <portIndex> <code> --- code: <*|#><00~99>

Example
voip callfeature transfer transfer code #88

voip callfeature transfer with_code #88
voip callfeature transfer without code #88

Call feature Transfer with Consultation

>

>

>

Description
Set Call Transfer With Consultation Enable/Disable.

Syntax

enable <portIndex> <Enable(1)|Disable(0)>
Example

voip callfeature transfer with_en enable 1 0

Call feature Transfer without Consultation

>

>

Description
Set Call Transfer Without Consultation Enable/Disable.

Syntax
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16.

17.

18.

19.

20.

21.

>

mode <portlndex> <type> --- type: 0: Disable, 1: Enable

Example
voip callfeature transfer without_en enable 2 1

Call feature Waiting Enable

»  Description
Set Call Waiting Enable/Disable.
»  Syntax
enable <portIndex> <Enable(1)|Disable(0)>
»  Example
voip callfeature waiting enable 1 0
voip callfeature waiting enable 2 1
Call History Show
>  Description
Show current call history records.
»  Syntax
show
»  Example
voip callhistory show
Codec Prefer
>  Description
Specify the preferred codec
»  Syntax
prefer <codec_type> -- (0: PCMU(G.711 u-law), 1: PCMA(G.711 A-law),
2: G.729A,3: G723.1)
»  Example
voip codec prefer 0
Codec Rate
»  Description
Specify the preferred codec rate in milliseconds. (10/20/30)
»  Syntax
codec rate <rate> -- (rate: 10/20/30)
» Example
voip codec rate 20
Codec VAD
»  Description
Enable voice activity detection (VAD)
»  Syntax
vad <0: Disable|1:Enable>
»  Example

voip codec vad 0

Digit map reset

>

Description
Reset the digit map of VOIP.
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22.

23.

24.

25.

Syntax

reset

Example

voip digitmap reset

Digit map set

>

>

Description
Set the Digitmap of VOIP. Prefix Max Length: 15

Syntax

set <digitmap 1>|<digitmap2>|...|<digitmap10>
Example

set 0910xxxxx

set 0910xxxxx|09[0-9]xxxx

set 0910xxxxx|09[0-9]xxxx|09[0-9][09]xxxx

Digit map show

>

>

>

Description
Show the digit map of VOIP

Syntax

show

Example

voip digitmap show

Endpoint busy tone

>

>

Description
Set busy tone pattern

Syntax
Scenario 1
busytone <ontime,offtime,freql,freq2> --

(on-time : tone on time (ms), off-time: tone off time (ms), freql : frequency 1 (Hz),
freq2 : frequency 2 (Hz))

Scenario 2

busytone <ontimel,offtimel,ontime2,offtime2,freql,freq2> ---

(ontime] : tone on time1l (ms), offtimel: tone off timel (ms), ontime2 : tone on time?2
(ms), offtime2: tone off time2 (ms), freql : frequency 1 (Hz), freq2 : frequency 2
(Hz))

Example

voip endpoint busytone 500,500,480,620

voip endpoint busytone 500,500,500,100,480,620

Endpoint call wait tone

>

>

Description
Set call waiting tone pattern.

Syntax
Scenario 1

callwaittone <ontime,offtime,freql,freq2>

- on-time : tone on time(ms)
off-time: tone off time(ms)
freql : frequency 1 (Hz)
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freq2 : frequency 2 (Hz)

Scenario 2
callwaittone <ontimel,offtimel,ontime2,offtime2,freq1,freq2>
- on-timel : tone on timel(ms)
off-timel: tone off time1(ms)
on-time?2 : tone on time2(ms)
off-time2: tone off time2(ms)
freql : frequency 1 (Hz)
freq2 : frequency 2 (Hz)
Scenario 3
callwaittone <ontimel,offtime1,ontime2,offtime2,ontime3,offtime3,freq1,freq2
- on-timel : tone on timel(ms)
off-timel: tone off timel(ms)
on-time?2 : tone on time2(ms)
off-time2: tone off time2(ms)
on-time3 : tone on time3(ms)
off-time3: tone off time3(ms)
freql : frequency 1 (Hz)
freq2 : frequency 2 (Hz)
»  Example
voip endpoint callwaittone 500,500,440,0
voip endpoint callwaittone 250,250,250,5250,350,440
voip endpoint callwaittone 100,100,250,250,250,5250,350,440

26. Endpoint dial tone

»  Description
Set dial tone pattern

»  Syntax
dialtone <ontime,offtime,freql,freq2>

>  Example
voip endpoint dialtone 1000,0,350,440

27. Endpoint ring

>  Description
Set ring cadence
»  Syntax
ring <ontime,offtime> ( ontime : ring on time (ms), offtime: ring off time (ms) )

»  Example
voip endpoint ring 2000,4000

28. Endpoint ring back tone

>  Description
Set ring back tone pattern
»  Syntax
ringbakctone <ontime,offtime,freql,freq2>
ringbacktone <ontimel,offtimel,ontime2,offtime2,freq1,freq2>

»  Example
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29.

30.

31.

32.

33.

voip endpoint ringbakctone 2000,4000,440,480
voip endpoint ringbakctone 400,200,400,3000,440,480

Endpoint rx gain (Receive Gain)

»  Description
Set receive audio gain in dB

»  Syntax
rxgain <dB>; (dB:-36 ~+18)
»  Example

voip endpoint rxgain 0
voip endpoint rxgain +3

voip endpoint rxgain —3

Endpoint tx gain (Transmit Gain )

»  Description
Set transmit audio gain in dB

>  Syntax
txgain <dB> (dB:-36 ~+18)
»  Example

voip endpoint txgain 0
voip endpoint txgain +3

voip endpoint txgain —3

Fax T38
>  Description
Enable T.38 fax
>  Syntax
voip fax t38 <0:Disable|1:Enable>
>  Example

voip fax t38 1

Fax T38 port

»  Description
Specify the port number to send/receive T.38 packets

>  Syntax
fax t38port <port>  (port x : used by 1st T.38 session; port x + 2: used by 2nd T.38 session)
>  Example
voip fax t38port 49170 --- 1st T.38 session uses port 49170, 2nd T.38 session uses port
49172
MGCP call agent address

>  Description
Specify the address of callagent.

»  Syntax
address <addr>
»  Example

voip mgcp callagent address 195.37.77.101
voip mgcp callagent address ca.mgcp.com
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34. MGCP call agent port

>  Description
Specify the port of callagent.

»  Syntax
port <port>
>  Example

voip mgcp callagent port 2727

35. MGCP endpoint ID style
»  Description
Specify endpoint id style.

>  Syntax
epidstyle <0|1[]2> --- 0: aaln/#@][ip_addr]

1: mac_addr/#@][ip_addr]
2: aaln/#@mac_addr

>  Example
voip mgcp epidstyle 0

36. MGCP expires

»  Description
Specify the period(in seconds) of sending keep alive message to callagent.

»  Syntax
expires 60
>  Example

voip mgcp expires 60

37. MGCP local port

»  Description
Specify the local listening port of MGCP stack.

>  Syntax
localport <port>
>  Example

voip mgcp localport 2427

38.  MGCP send RSIP

>  Description
Enable sending RSIP with wildcarded endpoint id.

>  Syntax
wildrsip <0[1> --- 0: disable
1: enable
>  Example
voip mgep wildrsip 0

39.  Protocol

>  Description
Specify VoIP signaling protocol.

»  Syntax
protocol <0|1]2> --- 0: MGCP
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1: SIP

»  Example
voip protocol 1

RTP port

»  Description
Specify the port number to send/receive RTP packets

»>  Syntax
port <port>  (port x : used by 1st T.38 session; port x + 2: used by 2nd T.38 session)

»  Example
voip rtp port 49170 --- 1st T.38 session uses port 49170, 2nd T.38 session uses port 49172

Service disable

>  Description
Disable service with line ID.

»  Syntax
disable <line ID>
>  Example

voip service disable 1

Service enable

>  Description
Enable service with line ID.

»  Syntax
enable <line ID>

»  Example
voip sip enable 1

Service show

»  Description
Show the service of line.

»>  Syntax
show
»  Example

voip service show

Service enable

>  Description
Enable service with line ID.

»  Syntax
enable <line ID>
»  Example

voip sip enable 1

SIP domain

>  Description
Specify the domain name for the URI to be registered. For example, if the settings
are,

username : 1234, domain : iptel.org, registrar: 195.37.77.101
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then the URI sip of 1234@jiptel.org will be registered in 195.37.77.101.

>  Syntax
domain <addr>

domain 0 --- use local ip address as domain name

>  Example
voip sip domain iptel.org

voip sip domain 195.37.77.101
voip sip domain 0

46. SIP Expires

>  Description
Specify the period(in seconds) that the sip registration will expire

»  Syntax

voip sip expires <time>
>  Example

voip sip expires 3600

47.  SIP Localport

>  Description
Specify the local listening port of SIP stack

»  Syntax
voip sip localport <port number>

>  Example
voip sip localport 5060

48.  SIP Outbound Address

>  Description
Specify the address of sip outbound proxy.

»  Syntax
outbound <addr>
>  Example

voip sip outbound 195.37.77.101
voip sip outbound outbound.sip.com

voip sip outbound 0 --- do not use outbound proxy

49.  SIP Outbound Port

>  Description
Specify the port of sip outbound proxy.

>  Syntax
port <port>
>  Example

voip sip outbound port 5065

50. SIP Proxy address

»  Description
Specify the address of sip proxy

»  Syntax
voip sip proxy address <ip_address>

»  Example
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51.

52.

53.

54.

55.

voip sip proxy address 195.37.77.101
voip sip proxy address proxy.sip.com

voip sip proxy address 0 --- do not use proxy
SIP Proxy port
»  Description
Specify the port of sip proxy
»  Syntax
voip sip proxy port <port number>
>  Example
voip sip proxy port 5060
SIP Registrar address
>  Description
Specify the address of sip registrar
»  Syntax
voip sip registrar address <ip_address>
»  Example
voip sip registrar address 195.37.77.101
voip sip registrar address registrar.sip.com
voip sip registrar address 0 --- do not use registrar
SIP Registrar port
»  Description
Specify the port of sip registrar
>  Syntax
voip sip registrar port <port number>
>  Example
voip sip registrar port 5060
SIP Subject
>  Description
Specify the content of the subject header in outgoing INVITE message.
This is used to indicate the title of the call.
»  Syntax
voip sip subject <text>
»  Example
voip sip subject Azatel
Speed dial add
»  Description
Add an entry into the speed dial table.
>  Syntax
voip speeddial add <number> <destination>
»  Example

voip speeddial add 111 90001111@165.43.111.37
voip speeddial add 222 90002222@134.49.153.45:5061
voip speeddial add 333 jack@somewhere.com
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56.

57.

58.

59.

60.

61.

Speed dial delete
»  Description
Delete an entry in the speed dial table.
»  Syntax
voip speeddial delete <number>
>  Example
voip speeddial delete 111
Speed dial show
»  Description
Show speed dial table
> Syntax
voip speeddial show
»  Example
voip speeddial show
STUN Expires
>  Description
Specify the period (in seconds) of sending STUN message to STUN server.
>  Syntax
voip stun expires <time_in_seconds>
»  Example
voip stun expires 60
STUN local port
»  Description
Specify the local listening port of STUN client.
»  Syntax
voip stun localport <port number>
»  Example
voip stun localport 3478
STUN NAT address
»  Description
Specify the IP address of the NAT firewall. Should be specified if this device is
located behind an NAT firewall. The NAT firewall should also activate port mapping
or DMZ functions to forward incoming VOIP signaling packet and RTP packets to
this device. Make sure the STUN (Simple Traversal of User Datagram) server
address is 0 if user wants to specify NAT address by himself.
If the TP address of the NAT firewall is unknown, specify STUN server to determine it
automatically.
»  Syntax
voip stun nataddress <ip_address>
»  Example

voip stun nataddress 211.23.52.163
voip stun nataddress 0

STUN Server address

>

Description
Specify the address of STUN (Simple Traversal of User Datagram) server. It is used
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WAN

62.

63.

64.

65.

to detect the IP address of the NAT firewall. If this function is enabled, after detecting

the IP address of the NAT firewall, "nataddress" will be changed automatically.

»  Syntax

voip stun server address <ip_address>

>  Example

voip stun server address 66.7.238.213
voip stun server address larry.gloo.net
voip stun server address 0 --- do not use STUN server

STUN Server port
»  Description

Specify the port of STUN server.

»  Syntax

voip stun server port <port number>

»  Example
voip stun server port 3478

User user<0|1> display name
>  Description

Specify the display name of user 0.

»  Syntax

voip user userQ displayname

»  Example

voip user user0 displayname

User user<0|1> password

>  Description

Specify the password of user 0.

»  Syntax
voip user user( password

>  Example
voip user user( password

User user<0|1> user name

»  Description

Specify the user name of user 0.

»  Syntax
voip user user0 username

>  Example
voip user user() username

»  Description

Specify the method of WAN access or the IP of WAN when static IP is preferred.

>  Syntax

wan <0|1]2> ( 0:Static IP, 1: DHCP client, 2: PPPoE client )
wan <address> <mask> <default gateway>

»  Example
wan 1

wan 192.168.1.1 255.255.255.0 192.168.1.254
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6.2.5. Maintenance Commands
This section introduces commands used for maintenance purpose.
B Backu
1.  Configuration
»  Description
Backup configuration via TFTP. The host should run TFTP server application first.
»  Syntax
backup config <TFTP IP address>
>  Example
backup config 192.168.100.100
23. Image
>  Description
Backup image via TFTP. The host should run TFTP server application first.
»  Syntax
backup image <TFTP IP address>
>  Example
backup image 192.168.100.100
H  Dload
>  Description
Download image via TFTP. The host should run TFTP server first.
»  Syntax
dload <TFTP IP address > <file>
»  Example
dload 192.168.100.100 ram.cpr
B Flashfs

1. Copy

»  Description
Copy files from source device to destination device.

»  Syntax
flashfs copy <srcDev/file> <dstDev/file>
>  Example

flashfs copy 192.168.100.100/appmgcp.bin.gz appl
flashfs copy cli/abconfig.cfg ram
flashfs copy cli/abconfig.cfg 192.168.100.100

2. Dir

>  Description
Display files in <dev>

»  Syntax
flashfs dir <dev>
»  Example
flashfs dir .
flashfs dir appl

3. Format

»  Description
Format or erase <dev>

»  Syntax
flashfs format <dev>

»  Example
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B Load Default

B Password

B MacCloning

flashfs format appl
4. Reboot
>  Description
Reboot system
»  Syntax
flashfs reboot
»  Example
flashfs reboot
>  Description
Load default configuration.
»  Syntax
loaddefault
>  Example
loaddefault
>  Description
Change password.
»  Syntax
passwd
>  Example
passwd
1.  Enable
»  Description
Enable or disable mac cloning.
»  Syntax
enable <0|1> --- 0: disable mac cloning
1: enable mac cloning
>  Example
maccloning enable 0
24. MAC
»  Description
Specify the mac address for mac cloning.
>  Syntax
mac <mac address>
»  Example

macclong mac 00028 A59FF27

Diagnostic Commands

This section introduces commands which serve diagnostic purposes.

2.  Config Active Delete / Get / Set / Show

>

Description

Delete / get / set /show ACTIVE configuration.
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25.

26.

27.

28.

29.

»  Syntax
config active delete <name>
config active get <name>
config active set <name> <value>
config active show

»  Example
debug config active delete ntp_server_address
debug config active get ntp_server_address
debug config active set ntp_server_address 192.168.100.100
debug config active show

Config Flash Delete / Get / Set / Show

>  Description
Delete / get / set /show FLASH configuration

»  Syntax
config flash delete <name>
config flash get <name>
config flash set <name> <value>
config flash show
>  Example
debug config flash delete ntp_server_address
debug config flash get ntp_server address
debug config flash set ntp_server address 192.168.100.100
debug config flash show

DHCPC Renew

>  Description
Show DHCP client status

»  Syntax

debug dhcpe renew
>  Example

debug dhcpe renew
DHCP Server
»  Description

Show DHCP server status
>  Syntax

debug dhcpc server
»  Example

debug dhcpce server
DHCPC Show
>  Description

Show DHCP client status
»  Syntax

debug dhcpce show
»  Example

debug dhcpce show
Level

»  Description
Set debug level

»  Syntax
debug level <0|1/2|3|4>
( 0: do not show debug messages
1: show ERROR2: show ERROR and WARNING
3: show ERROR ,WARNING and INFO
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30.

31.

32.

33.

34.

3S.

36.

4: show ERROR ,WARNING, INFO and DEBUG )

>  Example
debug level 0
Ping
>  Description
Ping remote host
»  Syntax
debug ping <ip_address>
»  Example
debug ping 192.168.100.100
PPPoE
»  Description
Show PPPoE client status
»  Syntax
debug pppoe
>  Example
debug pppoe
PSTN Redial Control
»  Description
Control PSTN redial Task to be Enable/Disable
»  Syntax
debug pstn redial control <0: disabled | 1:enabled>
»  Example
debug pstn redial control 0
PSTN Relay Control
»  Description
Control automatic relay switch to be Enable/Disable
»  Syntax
debug pstn relay control <0: disabled | 1:enabled >
>  Example

debug pstn relay control 0

PSTN Relay State Get / Set

>

>

Description

Get relay switch state and set relay switch state for specific channel.

Syntax

debug pstn relay state get <1|2> ( 1: channel 1 relay state, 2: channel 2 relay state )

debug pstn relay state set <L1|L2><0|1> ( 0: PSTN route, 1: VOIP route )

Example
debug pstn relay state get 1
debug pstn relay state set L1 0

PSTN Show Digitmap

>  Description

Show digit map of PSTN library.
>  Syntax

debug pstn show digitmap
»  Example

debug pstn show digitmap
PSTN Show Switchkey
»>  Description

Show switch key of PSTN library
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37.

38.

39.

»  Syntax
debug pstn show switchkey
»  Example
debug pstn show switchkey
PSTN Version
>  Description
Show PSTN Library version
> Syntax
debug pstn version
»  Example
debug pstn version
Showlog
»  Description
Show historical log
»  Syntax
showlog console ( show historical log in console)
showlog tftp <Addr>  ( tftp transfer historical log to server (filename: log.txt) )
showlog tftp <Addr> <FileName> ( tftp transfer historical log to server with a
specified file name )
»  Example
debug showlog console
debug showlog tftp 211.23.52.163
debug showlog tftp tftp.ambit.com.tw
debug showlog tftp 211.23.52.163 20030523.1og
Showmsg
»  Description
Redirect standard input/output/error to current task.
»  Syntax
showmsg
»  Example
debug showmsg
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Appendix A.

Maintenance Guide

This appendix introduces some notes to maintain the VOIP MULTI-PROTOCOL Gateway
Device.

Appendix B.LED Status

This section gives a more detailed description of LED status as follows:

LED Status

Description
PWR | WAN | ENET VOIP‘ LINE

OFF OFF OFF OFF OFF Power feeding has problem

ON ON ON Condition 1

ON At least one of ON Condition 2
them is on

ON  Atleastoneof  ON on |VOIPis in service and hook up the phone set
them is on

ON BLINK Condition 3

ON  Atleastoneof BLINK BLINK |Condition 4
them is on

ON OFF Condition 5

B Condition 1:
Two reasons may cause this condition to occur:
Both WAN and ENET port are connected to devices, or the gateway device is stuck in the initialization
mode.

B Condition 2:
VOIP service is available and either WAN or ENET LED needs to be turned on because registrar may
connect to the WAN or LAN interface.

B Condition 3:
During normal operation, VOIP LED is either on or off. If the VOIP LED is blinking, it means that
something may be wrong about the firmware stored in FLASH memory. Users may use the following
methods to upgrade the firmware again.
Auto Provisioning: Please refer to gateway device’s Auto Provisioning Guide for details.
Web Interface: Please refer to Section 4.17.1 for details.
Command Line Interface: Please refer to next section for details.
B Condition 4:
During normal operation, LINE LED is either on or off. When both VOIP and LINE LEDs are blinking, it

means the gateway device is undergoing software upgrades. Please do not remove the power feed at this
time.
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B Condition S:
It means that gateway device is out of service or boot code is not functioning properly.

A ppendix C. Software Description

The different software associated with the gateway device can be classified into 3 types: boot
code, firmware, and configuration.

B Boot code: Stored in the device’s FLASH memory and is necessary to boot up a system.
- The gateway device allows administrators to upgrade the boot code when necessary.
- Please note that if boot code becomes corrupt while upgrading, do not reboot the device with the
corrupt boot code and immediately run the upgrade commands to perform the upgrade again. Rebooting
the device with corrupt boot code may cause the gateway device to become unstable and experience a
system-hang condition.
- To recover from such hang condition, copy the entire software (boot code + firmware) into the gateway
device’s Flash memory using a FLASH Programmer rather than via TETP. It may be necessary to remove
the Flash memory chip from the PCB for this procedure.
- For additional upgrade procedures, please refer to section A.2.2.

B Firmware (AP): Stored in the device’s FLASH memory and is necessary to provide VOIP service.
There are 3 ways to upgrade the firmware for the gateway device. Generally speaking, the Auto
Provisioning function can download the latest firmware from the provisioning server automatically; users
however, may upgrade the firmware themselves via the web interface. If upgrade fails and the firmware
becomes corrupt, the administrator can also log into maintenance mode to recover the device via remote
telnet or console port. For additional upgrade procedures, please refer to section A.2.2.

B Configuration: Stored in the FLASH or RAM, depending on whether configurations have been saved into
FLASH or not.
The gateway device’s configuration file can be upgraded using the same 3 approaches as the firmware. If
the users do not specify any configurations, the system will create a default configuration as long as the
firmware is working.
For additional upgrade procedures, please refer to section A.2.2.

In addition to the types of software codes described above, another item worth mentioning is the
“Board ID”. When a user or administrator upgrades firmware using any of the approaches
described above, the firmware version used will depend on a “compatible list” which specifies if
the firmware version is suitable given the BoardID residing in the gateway device.

Appendix D. Recovery Procedure

The following recovery procedures may apply when neither auto provisioning nor web interface
is working, and the boot code has a version number of V1.6.5j or later.
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r

Boot code
upgrade
ACTION 1

Figure 64

Check whether VolP NO

LED is blinking

Datermine

Check Whether Boot
code is correct or not (Release note
mellprovides related informatios

Check Whether Board D Is correct
ACTION 2

YES
Firmware

Change Board ID
ACTION 3

upgrade
ACTION 4

¥

Verification
ACTION 5

END

Recovery Procedures

1. Boot Code Upgrade

Refer to the above flow chart. The first action that needs to be taken is Boot Code
Upgrade. This step is optional, and the user needs to do it only if there is a mismatch
between the boot code and the firmware.

YES\WET-IEHQB new
rmware or no

No

Note that a boot code upgrade failure may cause the gateway device not to boot up and lead
to a system-hang condition. To recover the gateway device from this condition, the user
needs to burn the code into FLASH memory using a FLASH Programmer or similar
hardware device, rather than via TFTP upgrade. (Please refer to software release notes for
how boot codes correspond to new firmware.)

To get into CLI’s maintenance mode, follow the steps below:

»  With a terminal simulation software tool like the Hyper-Terminal running on the PC
or host used to manage the gateway device, connect the console cable between the PC

and the gateway device then log into the CLI mode.

»  Restart the gateway device. Stop the auto-booting process by pressing any key on the
PC’s keyboard within 3 sec, after which the user can get into the maintenance mode
of the gateway device. On the initial bootup screen for maintenance mode, the user

may also observe the Board ID and boot code version.

Note

For Hyper Terminal’s parameter settings, please refer to an earlier section
on this topic for details.
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»  Enter the following commands sequentially:

Command Description
ping <tftp IP address> Ping the TFTP server to ensure that the AzaCall200 can
communicate with the server.
format boot Erase current boot code.
dir boot Make sure boot code has been erased in the last step - the size

of boot code should be zero.

copy <tftp IP address>/boot.bin boot COPY boot code from TFTP server to the gateway device. For
example: copy 172.25.25.100/boot.bin boot

dir boot Verification

reboot Reboot the gateway device

»  Restart the gateway device and stop the auto-booting process again to observe the
boot code version.

40. Check Board ID

»  There are three methods to view the Board ID:
e  Get into the maintenance mode by logging into the CLI mode first, then restart
the gateway device. Press any key to stop the auto-booting process.
e  Telnet into gateway device (using default IP address) then input command:
boardidget.
e Innormal CLI mode, input command: diagburnboardid.

41. Change Board ID to designated one.

(Please refer to software release notes for how Board ID correspond to new firmware)

»  There are two methods to change Board ID
e In maintenance mode, input command: boardidset <id>.
(For instance, boardidset C02V001.01.00 AZATEL)
e  Innormal mode, input command: diagburnboardid <id>.
(For instance, diagburnboardid C02V001.01.00_ AZATEL)
»  New setting will be stored into FLASH automatically. Reboot the device to execute
new settings.

»  Repeat steps in Check Board ID for verification purposes.

42. Firmware Upgrade

For this action, the firmware upgrade procedures to follow depend on which of the
following 3 situations is the actual case.

Situation 1: VOIP LED is blinking; extension filename of firmware is “.cpr”:
user could upgrade via telnet or console port.

Situation 2: VOIP LED is blinking, extension filename of firmware is “.bin”
user could upgrade via console port only.

Situation 3: In normal status, extension filename of firmware is “.cpr” or “.bin”:
user could upgrade via telnet or console port.
»  Situation 1 & 2:

11. Log into CLI via telnet or console port, if via telnet, please go to step 2. But if
log in is via console port, please go to step 3.

12.  Telnet into device and user will see simple maintenance mode interface as
shown in a figure below named “Simple Maintenance Mode”.

13.  Input command: dload <ip> <file> to download file from TFTP server; for
example: dload 172.25.25.100 Azatel_v1.5.0.cpr. After this step, jump to step
5.
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(Please note that old configurations may not be erased in this manner. If user
wants to erase old configuration files, user may log into CLI via console port
first then execute the appropriate flashfs format command.)

14. Please follow the steps described in Boot Code Upgrade to enter maintenance
mode, then input following commands sequentially:
Command Description
format cli Erase configuration. This step is optional; if user wants to
use the default settings, please execute it.
dir cli Make sure cli is erased — the size of CLI should be zero
format appl Erase firmware.
dir app1 Make sure appl are erased - the size of appl should be zero.

copy <srcDev/file> <dstDev/file> Copy firmware from TFTP server to gateway device. For

example: copy 172.25.25.100/appmgcp.bin.gz app1l

15.

When upgrade is successfully completed, the system will reboot automatically
with new firmware.

[Boot]= ?
¥

Boot Console Commands

.............. List menu commands
................ List menu commands

i

111 —

.................... (Get board id
wan <3S TATICIDHCPPPPCESHOW = .......... Set wan type {saved automatically)

boardidget e,

..... Exit this menu
........ Get current MAC address

111 PR Show network information

ping <host> ., Ping <host>

TED0OL vavsarsvemesserenss ernssnsveres Hard reboat

TESELS Lovvenae, e rressan rrasassaps Soft reset

dir <dev> i, .. Display files in <devs=

dload <ipz <file> e download image

VEFSION 1evmvrvenrerer A Show boofoode version

|Boot]=

Figure 65 Simple Maintenance Mode (via telnet)

»  Situation 3

1.  Loginto CLI via console port or remote telnet, and check whether the
firmware’s extension filename is .cpr or .bin. For .cpr, please go to step 2. If
.bin, go to step 3.
2. Input following commands sequentially and then jump to step 4.
Command Description

flashfs format cli

Erase configuration. This step is optional, if user want to use
the default settings, please execute it.
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flashfs dir cli Make sure cli are erased - the size of CLI should be zero
flashfs format appl Erase firmware.

flashfs dir appl1 Make sure app1 are erased - the size of CLI should be zero.
dload <IP addr> <file> Copy firmware from TFTP server to gateway device. For

example: dload 192.168.100.100 Azatel v1.5.0.cpr

3. Input the following commands sequentially then go to step 4.

Command Description

flashfs format cli Erase configuration. This step is optional; if user wants to
use the default settings, please execute it.

flashfs dir cli Make sure cli are erased - the size of CLI should be zero.
flashfs format app1 Erase firmware.
flashfs dir app1 Make sure appl are erased - the size of CLI should be zero.
flashfs copy <srcDev/file> Copy firmware from TFTP server to gateway device. For
<dstDev/file> example: copy 192.168.100.100/appmgcp.bin.gz appl

4. After the upgrade is successfully completed, system will reboot automatically
with new firmware.
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Appendix E. Syslog message list

Event Description
Save Configuration <Date> <Time> <IP address> Configuration is changed
VOIP in service <Date> <Time> <IP address> VOIP is ready
VOIP out of service <Date> <Time> <IP address> VOIP is not ready

Appendix F. SNMP Trap message list

Trap Description
rgStart [Device Name] with <rgSysIpAddr> is starting....
rgRestarting [Device Name] with <rgSysIpAddr> is restarting....
rgLoadSuccess [Device Name] download program "<tFTPFileName>"
success.
rgLoadFail [Device Name] download program "<tFTPFileName>" fail.
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Appendix G.

Troubleshooting and Diagnostics

This appendix covers possible problems that may be encountered while using the gateway device
and suggested solutions to them. If the user has followed the suggested solutions below and the
gateway device still does not work properly, contact technical support for further advice.

Problem

Solution

Power LED does not
light up.

Ethernet interface does
not work.

Broadband access does
not work.

Cannot download the
proper configuration
file.

VOIP LED does not
light up.

Cannot use PSTN
backup line.

First check the AC adapter rating. The input rating must meet the
specification of the country.

If the AC adapter output is correct, the problem will be on the
gateway device. Please replace the gateway device.

Make sure the Ethernet adapter card installed in the PC is workable.
The technician can use Hub/Switch to test it.

Make sure the Ethernet cable is workable, and the connection
between PC and the gateway device is secure.

Make sure the Ethernet cable is working, and the connection
between Broadband device and the gateway device is secure.

Check the DHCP or PPPoE server setting. The user has to enter
correct username and password for PPPoE registration.

Check if the connection between Provisioning Server and the VOIP
Gateway is secure.

Check if the file name and setting of Provisioning file are correct.

Check if configuration file indicates correct IP address and
information of Soft-Switch.

Check if the gateway device is able to connect to a Soft-Switch.

Check if the authorization information for the gateway device and
the Soft-Switch is correct.

Disconnect the gateway device from the power supply and then
check if PSTN backup line is workable.

Check the settings of “PSTN switch key and digit map” are correct.
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Both VOIP and Line B To ensure best service offering, user Service Provider may provide
LEDs are blinking user automatic upgrade of gateway device’s firmware through
user broadband network.

B During firmware upgrade, the VOIP and LINE LEDs will be
blinking simultaneously.

B [t takes a few minutes for the upgrade to be complete. DO NOT
power off the gateway device while the LEDs are blinking. It
will stop blinking when done, and user VOIP service will be
resumed.

One-Way Audio Outgoing audio only:

B If you cannot hear the remote party during a call, it is possible that
your AzaCall200 is behind a firewall or NAT router.

u If the AzaCall200 is behind a NAT router log into the web
interface of the AzaCall200 as ‘supervisor’ and ensure that
you have a Session Border Controller (Outbound Proxy) set
in the SIP menu [refer to section 5.14.4] if you or your
service provider are using a Session Controller or check
STUN settings to ensure that the proper routable IP address
is set in the NAT Address field [refer to section 5.14.9].

[ ] If the AzaCall200 is behind a firewall, check the above
process for NAT and also ensure that following
incoming/outgoing ports are open:

e 13456/UDP (RTP)
e 5060/UDP (SIP)

MSN Messenger cannot  To use MSN Messenger voice chat set your computer as the DMZ
establish voice call address when using the AzaCall200 in gateway mode.

when AzaCall200 is in

gateway mode
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Appendix H.

Acronyms

Acronym Full name

DHCP Dynamic Host Configuration Protocol
DNS Domain Name Service

DSCP Differentiated Service Code Point

IAD Integrated Access Device

1P Internet Protocol

ISP Internet Service Provider

LAN Local Area Network

MAC Media Access Control

MGCP Media Gateway Control Protocol
NAT Network Address Translation
NTP Network Time Protocol

PPPoE Point to Point over Ethernet

PSTN Public Switched Telephone Network

RTP Real-Time Transport Protocol

SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
STUN Simple Traversal of UDP through Network
TCP Transmission Control Protocol

TFTP Trivial File Transport Protocol

TOS Type of Service

uDP User Data Protocol
VAD Voice Activity Detection
VOIP Voice over [P

WAN Wide Area Network
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Index

Board ID - 16
Bridge Mode - See Transparent Bridge Mode

c

CLI- 69
Administration Commands - 72
DSCP - 73
EMS - 73
Expires - 73
Server Address - 73
Server Port - 73
SNMP Community - 73
SNMP Target - 74
SNMP Trap - 74
Exit - 72
LAN - 74
DHCP Server DNS - 75
DHCP Server Domain - 75
DHCP Server Enable - 75
DHCP Server Lease Time - 75
DHCP Server Mode - 75
DHCP Server Pool - 76
DHCP Server Status - 76
DNSI1 - 74
DNS2 - 75
Gateway - 74
IP- 74
Mask - 74
Mode (Device Mode) - 76
NAT (NAPT) - 76
Add- 76
Clear - 76
DMZ - 77
Show - 77
NTP - 77
Expires - 77
Server Address - 77
Sync - 77
Time Zone - 77
PPPOE - 78
Password - 78
Username - 78
Provisioning (Central Provisioning) - 78
Expires - 78
Group - 78
Server Address - 78
Server Port - 78
Provisioning (Remote Web Interface
Management) - 79
PSTN - 79
Digit Map Add - 79
Digit Map Delete - 79
Digit Map Show - 79

Switch Key - 79

QoS

DSCP Media Get - 79
DSCP Media Set - 80
DSCP Signal Get - 80
DSCP Signal Set - 80
Expires - 79

QoS Type Get - 80

QoS Type Set - 80

ToS Get - 80

ToS Set - 80

VLAN Tag - 81

VLAN Tag Add - 80
VLAN Tag ID - 81
VLAN Tag Remove - 81
VLAN Tag Replace - 81
VLAN Tag Set - 81

Reboot - 72
Save - 72
Syslog - 81

Server Address - 81
Server Port - 82

Version - 72
VoIP - 82

Call Feature
Block Calling ID - 82
Call Waiting - 85
Disconnect Code - 82
DND - 82
Forwarding
Always - 82
Number - 83
Busy - 83
Number - 83
No Answer - 83
Number - 83
Rings - 83
Hold - 84
Reject Private (Anonymous Call) - 84
Transfer
Feature Codes - 84
With Consultation - 84
Without Consultation - 84
Call History - 85
Codec
VAD - 85
Codec Rate - 85
Digit Map
Reset - 85
Set - 86
Show - 86
Endpoint
Busy Tone - 86
Call Waiting Tone - 86
Dial Tone - 87
Ring-Back Tone - 87
RX Gain - 88
TX Gain - 88
Fax
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Fax T.38 (Enable/Disable) - 88
Fax T.38 Port - 88
MGCP
Call Agent Address - 88
Call Agent Port - 88
Endpoint ID Style - §9
Expires - 89
Local Port - 89
Send RSIP - §9
Preferred Codec (Codec Prefer) - 85
Protocol - §9
RTP Port - 90
Service Disable - 90
Service Enable - 90
Service Show - 90
SIP
Domain - 90
Expires - 9/
Local Port - 97
Outbound Address - 97
Outbound Port - 91
Outbound Proxy - See Outbound Address
Proxy Address - 97
Proxy Port - 92
Registrar Address - 92
Registrar Port - 92
Subject - 92
Speed Dial
Add- 92
Delete - 92
Show - 93
STUN
Expires - 93
Local Port - 93
NAT Address - 93
Server Address - 93
Server Port - 94
User
Display Name - 94
Password - 94
Username - 94
WAN - 94
Command Help/Tips - 71
Command Introduction - 71
Commonly Used Commands - 72
Console Port - 69
Diagnostic Commands
Debug
Config - Active - 96
Config Flash - 97
DHCP Server - 97
DHCPC Renew - 97
DHCPC Show - 97
Level - 97
Ping - 98
PPPOE - 98
PSTN
Version - 99
PSTN
Redial Control - 98
Relay Control - 98
Relay State - 98

Show Digitmap - 98
Show Switchkey - 98
ShowLog - 99
ShowMsg - 99
Debug - 96
Logging In - 69
Maintenance Commands
Backup
Config - 95
Image - 95
Backup - 95
Dload - 95
Flashfs - 95
Copy - 95
Dir - 95
Format - 95
Reboot - 96
Load Default - 96
Mac Cloning - 96
MAC Cloning
Enable - 96
MAC - 96
Password - 96
Remote Telnet - 71
Command Line Interface - See CLI
Configuration GUI - See Web Interface

D

Default IP Address - 14
Device Mode - 23
Bridge - 23
Gateway - 23
DHCP - 17, 109
DHCPC
Status
Braodcast - 17
DNS - 17
Gateway - 17
IP-17
NTP Server - 17
Subnet Mask - 17

Status - 17
DHCPC Status - 17
DNS - 109
DSCP - 109

E
EMS

Configuration - 38
Community - 38
Expires - 38
Server Address - 38
Server Port - 38

F

Firmware Version - 16
Front View (LEDs) - See LED Status
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G

Gateway Mode - 11, 25. See NAT

1
IAD - 109
IP- 109
ISP - 109

L
LAN - 109

LED Status - 9
Load Default Settings - 67

M

MAC - 109

MAC Address - 16
MAC Cloning - 33
MGCP - 109

N

NAPT - See NAT
NAT - 7, 76, 109
Configuration
Configuration
Port Forwarding - 27
DHCP Server Configuration
Default Gateway - 26
DNS - 26
Domain - 26
Dynamic Assignment (DHCP) - 25
First IP - 26
LastIP - 26
Lease Time - 26
Mode - 26
Static Assignment - 25
Status - 26
DHCP Server Configuration - 25
DMZ - 29
Enable/Disable - 29
IP Address - 29
IP Filter - 28
ID - 28
Public IP - 28
Port Forwarding
Common Ports - 27
Rules
Forwarding Port - 28
1D - 28
Protocol - 28
Target Address - 28
Target Port - 28
Rules - 27
Configuration - 25

NTP - 77, 109
Configuration
Expires - 24
Server - 24
Time Zone - 24
Configuration - 24

P

Password
Configuration
Supervisor
Confirm - 62
New Password - 62
Old Password - 62
Supervisor - 62
User - 63
Configuration - 62
Configure
User
Confirm - 63
New Password - 63
Old Password - 63
Physical Ports
ENET- 2, 10
Ethernet - See Physical Ports: ENET
Line- 2,4, 10
Phone - 2, 10
Power - See Physical Ports: PWR
PWR -2
Rear View - 10
WAN - 3, 10
PPPoE - 109
Configuration
Password - 19
User Name - 19
Configuration - 19
Status
AC Name - 18
DNS - 18
Local IP - 18
Remote IP - 18
Service Name - 18
WIN - 18
Status - 18
Provisioning
Configuration - 36
Expires - 36
Group - 36
Server Address - 36
ConfigurationL Server Port - 36
Provisioning (Web) - 22
PSTN - 109
Configuration - 34
Add/Modify - 35
Delete - 35
Digit Map - 35
Length - 35
Prefix - 35
Refresh - 35
Switch Key - 34
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0 TFTP - 109
TOS - 109
QoS - 30 Transparent Bridge mode - 7
Configuration Transparent Bridge Mode - 11
Media DSCP - 30
Signal DSCP - 30 =
ToS - 30
Type - 30
Configuration - 30 UDP - 109
DSCP Upgrade - 64
Configuration - 31 Firmware - 64
Quick Start - 1 Configure - 65
Getting Connected
ADSL -3 7z

Cable Modem - 3
Getting Connected - 2

e VAD - 109
Initialization . .
View Configuration - 66
LED Status - 6 .
e VLAN Tagging
Initialization - 6 :
Configuration

Requirements - 1

Unpacking - 1 Data Priority - 32

Data VLAN ID - 32

Tag - 32
R Voice Priority - 32
Voice VLAN ID - 32
Reboot - 68 Conﬁggrgtion - 32 .
Remote Web Management - See Provisioning (Web) Voice Activity Detection - See VAD
RTP - 109 Voice Over Internet Protocol - See VOIP
VoIP
Configuration
S Call Features - 53
Call Forwarding - 56
Save Configuration - 67 Busy - 56
Simple Traversal of UDP through NAT - See STUN No Answer - 57
SIP - 109 Call Hold - 54
SNMP - 109 Call Transfer - 58
Community With Consultation - 59
Configuration Call Waiting - 55
Get Community - 39 Configuration - 60
Set Community - 39 Anonymous Call Rejection - 6/
Trap Community - 39 Call Forwarding - 60
Configuration - 39 Call Hold - 60
Trap Target Call Transfer - 60
Configuration - 40 Call Waiting - 60
Port - 40 Calling Line ID Blocking Mode - 61
Target IP - 40 DND - 60
Trap - 40 General Feature Code - 60
STUN - 50, 109 Port Index - 60
Syslog Codec - 46
Configuration - 37 Codec Rate - 46
Server Address - 37 Preferred Codec - 46
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